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Artificial Intelligence in Review

Al might have come a long way since the days of LISP and Prolog, but it's still primitive — and that’s OK.

Back in the dark (pre-Internet) ages, when I attended college, I decided that I wanted to write a dating program using
an artificial intelligence (AI) language called LISP. I never got very far because computer managers only allocated a tiny
amount of resources for us to use, even for those days. Getting more was akin to passing an unfavorable law through
Congress, so I backed off and decided to wait until computing power and resources caught up to my aspirations. I then
started testing the Prolog Al language - Turbo Prolog, to be exact, now known as Visual Prolog. It wasn’t possible to run
code in this language on old systems (e.g., the almost affordable IBM XT Turbo and its various clones) because the com-
puting power required to run Al programs was far beyond my financial reach.

It’s funny how computer languages never die. I'm not aware of any that have. Enthusiasts still run DOS and CP/M, so

I figure that someone somewhere will keep programming in the most primitive of languages well into the next century.
I’'m not one of those people. I left Al programming in the dark ages to those who could afford the computing resources
to make it happen.

Fast forward to 2021 and the so-called “AI Revolution.” The computing power needed to meet the needs of Al programs
is now affordable. Purchasing a development system for < $1,000 is possible, and Visual Prolog is still available free of
charge for the Personal Edition. Turbo Prolog and its ilk were known as Shareware in the days of 5.25-inch floppy disks,
bulletin boards, and dial-up Internet access.

My point is that Al is behind the times compared with other technologies. Even all those years ago, I saw the potential
for Al in solving chemical synthesis problems, medical diagnostics, and, yes, even dating programs. However, many see
Al applications such as ChatGPT as enemies and threats to our existence. The problem with that thinking is that these
applications only know and can use what we give them. They cannot infer, postulate, reason, dream, or experience ser-
endipity. Sure, invention might be 99 percent perspiration, but it’s the one percent inspiration that drives innovation.

A person might build a program that can cross-reference, compare and contrast, and even draw some primitive conclu-
sions, but it has to be fed the data from which it draws those conclusions. The inner sight that only the human mind
can experience is that spark of genius that sees relativity, bent space, and the possibility of subatomic particles. Human
creativity takes seven or eight basic pigments and creates such diverse works as DaVinci’s Mona Lisa, Van Gogh’s Starry
Night, and Klimt’s The Kiss. Only the act of falling in love or losing a loved one can inspire the human heart to write
great song lyrics.

Remember that artificial intelligence is artificial. If it had existed 1,000 years ago, the printing press would not have been
invented any earlier than it was, the Americas wouldn’t have been “discovered” any sooner than they were, and pow@"ed
flight wouldn’t have happened any earlier, either. Al can’t feel the pain of failureor : :
the thrill of success. It can’t motivate itself, and it can’t decide to change ' - __, } '/
its course, walk away, and let its mind wander. Some believe Al can e
replace writers, artists, scientists, and system administrators.

It might be able to for a short time, but soon all the articles

on a particular topic will either sound the same or be the
same. There is no substitute for the human mind.

I gave up on Al, not because I wasn’t smart
enough to make it work or because I couldn’t
have somehow found the money to get the
equipment I needed. I gave up because I sat
down and thought, “Al is only as good as the
information it has.” I realized that pursuing it
was pointless, and someday, maybe some(_)nél

took 40 years. It’s primitive, it’s not a p
cea, and it’s certainly nothing to fear. Y
can’t distill human thought into lines of
you can’t teach inspiration to lines of
and you can’t build an intelligent ;\’Qs\tem
AN
can dream the impossible dream.

Ken Hess ® ADMIN Senior Editor

NWW.ADMIN-MAGAZINE.COM ADMIN 77



http://WWW.ADMIN-MAGAZINE.COM
http://123RF.com

4

SERVICE

Network & Security

Table of Contents

Secure CI/CD Pipelines
We investigate best practices

to secure CI/CD pipelines with
DevSecOps.

14 GENEVE
Interconnect virtual networks with
unigue identities over a common
physical network for more
flexibility and scalability.

Azure Arc

This cloud service offers
centralized management of
services hosted in traditional
data centers or arbitrary services
hosted in other clouds.

48 Cloudflare Tunnel
This powerful software provides
secure and seamless access to
servers and applications, making it

a convenient alternative to VPN for
any. modern IT infrastructure

. Service

97 Back Issues

Call for Paper:

@adminmagazine

@ @adminmagazine

ADMIN 77

22

Innovations in Ceph

Ceph and its core component
RADOS have recently undergone
a number of technical and
organizational changes. We take
a closer look at the benefits
that the move to containers,
the new setup, and other feature
improvements offer

28

Docker Desktop Local
Cluster

The built-in single-node
Kubernetes cluster included with
Docker Desktop is a handy tool for
testing your container.

54 Sustainable Kubernetes
Measure, predict, and optimizd
the carbon footprint of your
containerized workloads.

. Security

62 Shuffle SOAR
The concept of security
orchestration, automation, and
response (SOAR) is increasingly
important in IT security to
counter ever-growing threats.
Shuffle lets you to define
automated workflows that boost
infrastructure security.

34

Fluentd and Fluent Bit
Unify data collection and
consumption to make sense of
logging data in complex and
distributed systems.

42

Zing Bash Script
Implement the zero-packet Ping
utility, Zing, as a Bash shell script.



http://WWW.ADMIN-MAGAZINE.COM

Highlights

10|

Table of Content\i-
Secure.CIICD

Plpelm

SERVICE

Q!

J.

Best practices for better DevOpsf

of the software develo

GENEVE

This tunneling protocol offers
greater flexibility and scalability
for virtual networks than
VXLAN. Nodes see others as
neighbors through the GENEVE
tunnel, whether they are
running on the same physical
device or at different locations.

16

Azure Arc

Centrally manage servers,
Kubernetes clusters, and
SQL servers to extend Azure
management capabilities

to servers in traditional
data centers and cloud
environments that are not
running in Azure.

64

Ansible Container
Management

The Ansible automation tool not
only controls virtual machines in
cloud environments, it manages
containerized setups simply and
easily.

70

OpenNMS Horizon and
Flows

Collect and visualize flows to
discover which network devices
are communicating with each
other and the volume of data
being transferred.

WWW.ADMIN-MAGAZINE.COM

76

MikroTik Routers

Most routers provided by ISPs
are built cheaply, come with
low-quality firmware, and are
insufficient even for basic tasks.
MikroTik manufactures a line of
affordable routers for those in
need of professional network
gear.

22 New in Ceph
The acquisition of Ceph
and RADOS when IBM
purchased Red Hat has led to
organizational and technical
changes. We look at how
the new setup and move to
containers has affected the
distributed storage system.

84

Monit

Drop this lightweight, performant,

and seasoned solution into old
running servers or bake it into
new servers for full monitoring
and proactive healing.

94

Performance Dojo
We test the performance of an
open source RISC-V CPU.

IPFire 2.27

This powerful and professional

open source firewall solution is not
based on any other distribution, so
developers have hardened the server
operating system and created custom
components specifically for use in a
firewall distro. IPFire filters packets fast,
has an intuitive web Ul that keeps your
rules neat and tidy, and assembles
logging and graphical reports to keep
you on top of your game. Mitigate and
block Denial-of-Service attacks with
settings and filters at the firewall to
keep your servers up and running.

IPFire 2.27
The Open Sou

|
y  IsSUE THR023

ADMIN

S — ADMIN 77



http://WWW.ADMIN-MAGAZINE.COM

© :_\ Y,

Get the latest
IT and HPC news
in your inbox

Subscribe free to
ADMIN Update
and HPC Update

[bit.ly/HPC-ADMIN-Update

6 ADMIN 77

News for Admins

Tech News

US Agencies Issue Quantum-Readiness Recommendations

A successful post-quantum cryptography migration will take time to plan and conduct, states the
quantum-readiness fact sheet jointly issued by CISA, NSA, and NIST.

The Quantum-Readiness: Migration to Post-Quantum Cryptography (PQC) [(https://www.cisa.qov/|
sites/default/files 7 uanfum%20Readiness Final CLEAR 508c%20%283%29.pdf) fact sheet includes
recommendations for creating a quantum-readiness roadmap, preparing a useful cryptographic
inventory, as well as understanding and assessing your supply chain.

The US agencies are urging organizations “to begin preparing now by creating quantum-readi-
ness roadmaps, conducting inventories, applying risk assessments, and engaging vendors.”

“Early planning is necessary as cyber threat actors could be targeting data today that would still
require protection in the future (or in other words, has a long secrecy lifetime), using a catch now,
break later or harvest now, decrypt later operation,” the fact sheet says.

In other quantum computing news, Google recently announced [(https://security.googleblog.com/]
2023/08/toward-quantum-resilient-security-keys-html) a quantum-resilient FIDO2 security key implementa-
tion, released as part of OpenSK, the organization’s open source security key firmware.

“As progress toward practical quantum computers is accelerating, preparing for their advent
is becoming a more pressing issue,” the announcement says. “In particular, standard public key
cryptography, which was designed to protect against traditional computers, will not be able to
withstand quantum attacks.”

Bitwarden Secrets Manager Now Available

Bitwarden has released Bitwarden Secrets Manager [(https://bitwarden.com/products/secrets-manager/), a
new “open source, end-to-end encrypted solution” tailored for IT pros, developers, and DevOps teams.
According to a 2022 Bitwarden survey [(https://bitwarden.com/blog/password-decisions-survey-2023/),
60 percent of global IT decision makers reported cyberattacks on their business in the past year,
and “nearly a quarter of developers operate without secure workflows.”
Secrets Manager, which aims to help secure credentials and protect against unauthorized
access, offers:
¢ scalable and centralized secret management based on least privilege access;
e rapid deployment with a simple, intuitive solution and comprehensive help documentation; and
e enhanced developer productivity with secure collaboration and ease-of-use.
Plans and pricing [(https://bitwarden.com/products/secrets-manager/#pricing) are available in three tiers:
free, teams, and enterprise.

IBM X-Force Releases Detection and Response Framework for Managed
File Transfers

IBM’s Security X-Force has announced a common framework for detection and response for
managed file transfers (MFTs) in an effort to prevent mass exploitations.
The framework, available on GitHub [(htps://aithub.com/TactiKoolSec/MFT-Detect-Responsd), includes
the following components:
® MFTData — Details the key software components of MFT solutions.
® MFTDetect — Scripts that leverage the MFTData to automatically generate detections.
® MFTRespond — Scripts and tools that can aid in responding to incidents involving an MFT server.
¢ MFTPlaybook — MFT incident response playbook template that can be used as a starting point
for incident responders.
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The framework also includes “a sample of 13 different detection and response frameworks for the
most common and exposed MFT solutions that we analyzed,” says John Dwyer in the announcement
[(https://securityintelligence.com/posts/x-force-releases-detection-response-framework-managed-file-transfer-software/]) .
“This effort is meant to offload some of these learnings from defenders, to not only significantly reduce
time required for defenders to stop an attack, but to also help prevent future mass exploitation.”

National Strategy to Expand US Cyber Workforce Announced

The new National Cyber Workforce and Education Strategy (NCWES) [(https://www.whitehouse.gov/oncd/
[preparing-our-country-for-a-cyber-future/) announced by the Biden administration aims to address both
immediate and long-term cyber workforce needs.

The main objectives of the initiative are to:

¢ Equip every American with foundational cyber skills - Enable everyone to enjoy the full ben-
efits of our interconnected society.

¢ Transform cyber education — Address the immediate demand for a skilled cyber workforce and
prepare learners to meet the future needs of a dynamic technological environment.

e Expand and enhance the national cyber workforce - Increase access to cyber jobs for all
Americans, including underserved and underrepresented groups.

¢ Strengthen the federal cyber workforce - Communicate the benefits of careers in public ser-
vice amongst both job seekers and current employees and lower the barriers associated with hir-
ing and onboarding.

In terms of collaboration, several agencies have announced their commitment to NCWES efforts.

For example:

e The NSF will invest $24 million in CyberCorps Scholarship for Service awards
over the next four years.

e NIST will award up to $3.6 million for Regional Alliances and Multistakeholder Partnerships to
Stimulate (RAMPS) cybersecurity education and workforce development projects.

¢ The VA announced a Cybersecurity Apprenticeship Program for Veterans, a two-year developmental
program to provide hands-on learning and development experience for cybersecurity apprentices.

e SANS [[https://www.sans.org/) and the National Cyber Scholarship Foundation (NCSF) have ex-
panded their partnership for CyberStart America [(https://www.cyberstartamerica.org/]) and Cyber
FastTrack [(https://www.cyber-fasttrack.org/) programs to inspire high school and college students
across the United States to develop foundational cyber skills.

“Filling the hundreds of thousands of cyber job vacancies across our nation is a national security

imperative,” the fact sheet states [(https://www.whitehouse.qov/briefing-room/statements-releases/2023/07/31/]

act-sheet-biden]) .

SEC Adopts New Rules for Disclosure of Cybersecurity Incidents

The US Securities and Exchange Commission (SEC) has adopted new rules [https://www.sec.gov/

[news/press-release/2023-139) for disclosure of cybersecurity incidents and risk management by publicly

traded companies.
Under the new requirements, registrants must:

¢ Disclose any cybersecurity incident that they “determine to be material and to describe the
material aspects of the incident's nature, scope, and timing” as well as the incident’s material
impact within four days.

¢ Annually disclose their processes, if any, “for assessing, identifying, and managing material risks
from cybersecurity threats.”

¢ Annually describe the “board of directors’ oversight of risks from cybersecurity threats and manage-
ment’s role and expertise in assessing and managing material risks from cybersecurity threats.”

The SEC will also require foreign private issuers to make comparable disclosures. The rules “will

benefit investors, companies, and the markets connecting them,” says SEC Chair Gary Gensler.

Canonical Announces Real-Time Ubuntu for Intel Core

Canonical and Intel have joined forces to deliver real-time Ubuntu for industrial systems, according
to a recent announcement [(https://ubuntu.com/blog/real-time-industrial-systemd). “The solution enables

I WWW.ADMIN-MAGAZINE.COMI
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enterprises to harness the power of optimized Linux on Intel silicon for a wide range of use cases,
from telco workloads to life-saving medical equipment, and automation systems for the factory
floor,” the announcement says.

The solution is now generally available on Intel Core processors and supports Intel Time Coordi-
nated Computing (TCC) and IEEE 802.1 Time Sensitive Networking (TSN) [https://1.ieee802.ora/tsn/) .
TSN primarily focuses on the network space, explains Edoardo Barbieri [(https://ubuntu.com/blog/reaq
time-industrial-systems]), ensuring that time-sensitive applications and workloads receive the necessary
processing and network priorities. “With the addition of TCC and TSN, enterprises can achieve en-

hanced performance, time synchronization, and temporal isolation at the silicon layer,” he says.

EU-US Data Privacy Framework Ensures Safe Data Transfers

The European Commission (EC) has adopted an adequacy decision for the EU-US Data Privacy
Framework. “The decision concludes that the United States ensures an adequate level of protec-
tion — comparable to that of the European Union — for personal data transferred from the EU to
US companies under the new framework,” the announcement states [(https://ec.europa.eu/commission/
[presscorner/detail/en/ip 23 3721).

This decision means that “personal data can flow safely from the EU to US companies participat-
ing in the Framework, without having to put in place additional data protection safeguards.”

Additionally, US companies can now self-certify [[https://www.commerce.qgov/news/press-releases/2023/07]|
[data-privacy-framework-program-launches-new-website-enabling-us) their compliance with the EU-US Data
Privacy Framework to facilitate cross-border transfers of personal data in compliance with EU law.

IEEE Releases New Standard for LiFi Communications

The Institute of Electrical and Electronics Engineers (IEEE) has released 802.11bb
[fleee.org/ieee/802.11bb/10823]) as a standard for light-based wireless communications.

“LiFi is a wireless technology that uses light rather than radio frequencies to transmit data.
By harnessing the light spectrum, LiFi can unleash faster, more reliable wireless communica-
tions with unparalleled security compared to conventional technologies such as WiFi and
5G,” according to this statement from proponents of the technology [https://www.purefifi.com/|
lglobal-[ifi-firms-welcome-the-release-of-ieee-802-11bb-global-light-communications-standard/) .

LiFi complements WiFi and 5G technologies and integrates easily with existing infrastructures,
says Dominic Schulz, lead of LiFi development at Fraunhofer HHI. Additionally, it offers “high-
speed mobile connectivity in areas with limited RF, like fixed wireless access, classrooms, medical,
and industrial scenarios.”

EU Health Sector Security Risks

A new report from the European Union Agency for Cybersecurity (ENISA) focusing on the health sector
says that ransomware accounts for 54 percent of all cybersecurity threats in that sector. However, “only
27 percent of surveyed organizations in the sector have a dedicated ransomware defense programme,”
the Health Threat Landscape report says [(https://www.enisa.europa.eu/publications/health-threat-landscapd) .

The European health sector overall experienced “a significant number of incidents, with health-
care providers accounting for 53 percent of the total incidents. Hospitals, in particular, bore the
brunt, with 42 percent of incidents reported.”

The report analyzes cyberattacks and identifies various threats, impacts, and trends over a two-
year period.

JupyterLab 4.0 Now Available

The Jupyter community has released JupyterLab 4.0, which offers faster performance, an up-
dated text editor, a new extension manager, and improved search, according to the announcement
[(https://blog.jupyter.org/jupyterlab-4-0-is-here-388d05e03442) .

This major release of the notebook authoring app and editing environment is now available
on PyPI and conda-forge, and the documentation has been updated to cover the latest version
[https://jupyterlab.readthedocs.io/en/latest/index.html).
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and production pipeline

Main Line

We investigate best practices to secure CI/CD pipelines with DevSecOps. sy Joydip Kanjilal

We dwell in an era of glitzy tools
and technologies where technologi-
cal advancements and innovations
abound - one in which technology

is transforming the underpinnings

of human existence. However, along
with the benefits of these tools and
technologies, you’ll experience certain
downsides, as well.

With the surge in frequency and
complexity of cyberattacks, securing
your software development pipelines
is more critical now than ever. To en-
sure the security and integrity of your
applications, you should be adept at
thwarting security threats and vulner-
abilities often and from the outset.
DevSecOps integrates security prac-
tices into the DevOps workflow to
create a seamless and secure pipeline
from start to finish. In this article,
you’ll learn how to secure combined
practices of continuous integration and
continuous delivery (CI/CD) pipelines
by integrating DevSecOps into the
development pipeline and adhering to
the recommended best practices.

Security as a Culture

Who is responsible for security on a
day-to-day basis? Every employee in
your organization. Organizations need
to enforce this as a policy, but unfor-
tunately, most don’t. For DevSecOps
to be successful, your organization
should foster security as a culture.

A security culture implies that every
employee in your organization - from
board members to new joiners - em-
braces security and understands the
implications of non-adherence to
security policies and guidelines.

ADMIN 77

Build a secure development

Secure CI/CD Pipelines

Organizations should “shift security
left” to build accountability among
the employees and test code accord-
ing to secure coding guidelines and
practices. Changes in culture and
processes are imperative to imple-
ment DevSecOps in your organi-
zation and safeguard your CI/CD
pipelines. You should embrace this
change and take a strategic approach
to implementation. Applying these
concepts entails time and effort from
the outset.

C1/CD Pipeline

The CI/CD pipeline is a core com-
ponent of modern software develop-
ment methodologies such as Agile
and DevOps that encompasses a set
of practices and automated processes
to facilitate the delivery of iterative,
reliable code and that supports agile
development practices.

A CI/CD pipeline enables automating
the build, test, and release processes,
promoting code quality. The key ben-
efits include:

faster time-to-market

rapid, continuous feedback loop
improved code quality

enhanced collaboration

frequent deployments

reduced cost

reduced manual effort

efficient, agile, and continuous
improvement

In the CI/CD pipeline, developers
identify potential bugs in the code
early in the software development
lifecycle (SDLC). By automating the
test process, a CI/CD pipeline helps
evaluate a wide range of critical

aspects, from the performance of an
application to its security.

Security Risks

Insecure Code, Dependencies, and
Configuration

Your CI/CD pipeline may have secu-
rity vulnerabilities if your developers
don’t follow secure coding best prac-
tices. Additionally, doing so might
broaden the attack surface and make
your application more susceptible

to dangers like injection attacks and
cross-site scripting (XSS).

The use of third-party libraries and
components increases the risk even
further. These dependencies can
become a potential entry point for at-
tackers if they aren’t regularly updated
or monitored. Improper configurations
of your cloud platform, CI/CD tools,
and weak access restrictions can also
pose security threats.

Lack of Compliance

Failure to comply with security rules,
regulations, and guidelines exposes
an organization to potential legal
and security risks. For this reason,
you must include compliance criteria
within your CI/CD pipeline to satisfy
all of the security controls.

Lack of Proper Testing

Inadequate testing (with an inappro-
priate test environment or insufficient
test coverage) could compromise se-
curity. Static code analysis, software
composition analysis, and dynamic
application security testing are just

a few examples of the types of secu-
rity testing required to identify and
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fix any vulnerabilities that may have
crept into application code over time.

Inadequate Monitoring and Logging
Inadequate monitoring and logging
are another concern, because it would
make identifying security incidents,
anomalies, and vulnerabilities chal-
lenging. Organizations should have
proper visibility into the CI/CD pipe-
line to detect any early signs of secu-
rity breaches.

What Is DevSecOps?

DevSecOps is a proactive approach to
securing CI/CD pipelines that integrates
security practices into all phases of the
software development and operations
process to help organizations develop
trusted applications. By introducing
security measures and processes early
in the SDLC, DevSecOps aims to reduce
security incidents in production.

Your CI/CD pipelines can be pro-
tected with security best practices
incorporated into the development
and deployment processes. The most
effective ways to improve an organi-
zation’s security posture are through
threat modeling, secure development
practices, continuous security testing,
a secure infrastructure, secure deploy-
ment techniques, and collaboration.
As part of the DevSecOps pipeline,
development teams collaborate with
security and operations teams to
define security requirements, build
threat models, and implement secure
architectures. For threat modeling,
you can use the Open Web Applica-
tion Security Project (OWASP) threat
modeling tool Threat Dragon [1].

Secure CI/CD Pipelines FEATURE .

DevSecOps Principles

The key DevSecOps principles are:
(1) shift security to the left, which
implies that security and testing
should be performed at the be-
ginning of the SDLC process; (2)
include software patches that are
applied as soon as they are available
to update tools and technologies that
help thwart hackers from exploiting
underlying vulnerabilities in your
applications; (3) promote automa-
tion to eliminate human involvement
and reduce errors in CI, acceptance
testing, identity and access manage-
ment, and so on; and (4) keep pace
with evolving tools and technologies
that help you with changing and
evolving demands and provide the
required training to your team to
leverage new tools and technologies
and learn secure coding practices
and threat modeling.

DevSecOps Pipeline Stages

The DevSecOps pipeline (Figure 1)
integrates security best practices into
every stage of the SDLC. The soft-
ware development team works with
the security and operations teams to
identify potential security risks and
plan security measures. These secu-
rity measures include defining the se-
curity objectives, building the threat
models, and determining compliance
requirements.

In the code phase, developers adhere
to secure coding best practices, fol-
low security-focused design patterns,
and incorporate security libraries and
frameworks. You can leverage code
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Figure 1: DevSecOps pipeline stages.
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reviews and pair programming to help
you identify security issues in the
early stages of the SDLC. The code
snippet in Listing 1 shows how you
can adhere to secure coding practices
to write code that is safe from SQL
injection attacks.

During continuous integration, de-
velopers submit changes to a shared
repository. Code changes are pushed
into a version control system, trig-
gering an automated continuous
integration process. You can leverage
static code analysis tools focused on
security to identify insecure coding
practices, hard-coded credentials, and
vulnerabilities in a codebase. During
this process, the code is compiled and
unit tests are executed to identify se-
curity vulnerabilities, if any.

An essential part of the DevSecOps
pipeline is security testing. By inte-
grating security testing into the CI/CD
pipeline, developers get faster feed-
back and identify security vulnerabili-
ties sooner. Listing 2 illustrates how
you can create a JUnit test method

to validate whether an item has been
added successfully to a cart.

The several types of tests include:
static application security testing
(SAST), a process to identify code
errors, security flaws, and unsafe
coding practices early in software
development; dynamic application se-
curity testing (DAST), a process that
involves testing applications that are
deployed in production environments
to detect common security flaws,
such as insecure configurations,

Listing 1: Preventing SQL Injection Attacks

var author = new SqlParameter("author", "joydip");

var blogs = context.Blogs
.FromSq1($"EXECUTE dbo.GetBooksForAuthor {author3")
.ToList();

Listing 2: Creating a JUnit Test

public void testAddItem() {

Cart cart = new Cart();

Ttem item = new Item();

item.setItemCode("00601");

cart.addItem(item);

boolean result = cart.containsItemCode("0601");

assertTrue("Add an item", result);

assertEquals("1 item has been added", instance
getItemCount(), 1);

3
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injection attacks, and XSS attacks;
software composition analysis (SCA),
which checks your application’s de-
pendencies for known vulnerabilities
in external libraries and components;
and automated penetration testing
(pen testing), which emulates and
analyzes real-world security attacks
in your application’s security posture.
Before an application reaches the next
phase, the release, you should leverage
security analysis tools to scan for any
security vulnerabilities and perform
pen testing. The final step in this pro-
cess is deployment of the application to
the production environment, provided
all security tests have been satisfied.

DevSecOps in Pipeline
Security

A DevSecOps pipeline enables de-
velopment teams to collaborate with
security and operations teams to
define security requirements and
threat models and design secure
architectures.

With a DevSecOps pipeline, security
practices and tooling are integrated
with CI/CD processes, allowing you
to implement security best practices
such as security scanning, secure
development practices, threat intelli-
gence, policy enforcement, static code
analysis, and compliance validation
to the SDLC process, which can help
you thwart cyber security threats.

By incorporating security practices

in all development life-cycle stages,
DevSecOps ensures businesses create
secure and reliable applications. Orga-
nizations can build a robust security
posture by implementing threat mod-
eling; following secure development
practices; adopting continuous secu-
rity testing, infrastructure security,
and secure deployment strategies; and
fostering continuous monitoring and
collaboration.

Creating your own DevSecOps pipeline
will help you better compete in today’s
fast-paced marketplace by enabling you
to deliver secure software in a timely
and effective manner. You and your or-
ganization will inevitably have to over-
come significant hurdles to implement
the DevSecOps pipeline successfully.
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SAST and DAST

The first strategy you should adopt to
implement continuous security is to
write the security tests for your applica-
tion. The SAST security testing method
examines an application’s binary or
source code without running it, so you
can determine security vulnerabilities
in your source code while the applica-
tion is still under development.
SonarQube [2] is a popular tool for
checking code quality and security
and can work as an automatic code
review tool with support for many
languages. You can integrate Sonar-
Qube easily with your continuous in-
tegration pipeline. Once you have the
image, the command

docker run -d --name sonarqube 2
-p 9600:9008 sonarqube

starts the SonarQube server.

Contrary to SAST, the DAST method-
ology analyzes your application while
it is running to identify security flaws
and vulnerabilities. This security test-
ing strategy evaluates an application
externally by mimicking an attacker’s
actions to determine security weak-
nesses. Typical examples of tools to
perform DAST include OWASP Zed
Attack Proxy (ZAP) [3], for example,

zap.sh -cnd -quickur1[http://test.con/ 2
-quickprogress 2
-quickout Test. report. it

or Netsparker.

Best Practices

In this section I’ll examine some of
the best practices to blend DevSec-
Ops in your CI/CD pipelines. To be-
gin, you should implement security
scanning and embrace a number of
strategies for secure coding practices
in your organization, including (1)
promoting these practices within
the development teams of your or-
ganization; (2) educating your team
about the essence of secure coding
standards and practices and how to
implement them; (3) promoting the
use of frameworks and libraries that

facilitate secure coding; and (4) en-
couraging code reviews and pair pro-
gramming within development teams.
The waterfall software development
model [4] is used in many organiza-
tions to perform security analysis at
the end of a release. This practice

is problematic because, before the
software can be released, develop-
ers must fix reported issues before
another round of end-to-end testing
is performed.

Security should be an ongoing pro-
cess; therefore, you should perform
security scanning at the beginning
of the development life cycle. Fixing
security issues during development
is much easier and requires less time
and effort than fixing them in a fin-
ished software package.

Store secrets securely. Never store
passwords, API keys, credentials, and
so on in your application’s source
code or configuration files. You can
detect-scan for secrets within your
codebase with:

detect-secrets scan --only-alloulisted

Instead, use a secrets management
system, such as AWS Secrets Manager
[5]1 or HashiCorp Vault [6] to store
and access secrets securely. Integrate
these management systems for secrets
into your CI/CD pipeline to fetch
secrets securely during the build or
deployment process.

Incorporate security best practices in
the CI/CD pipeline from the outset
and at every stage, from require-
ments gathering through code
review and quality assurance to pro-
duction. DevSecOps thrives on shift-
ing left, or moving security practices
to early stages of development by
integrating automated security test-
ing into the CI/CD processes. These
measures help prevent widespread
threats, such as code injection and
XSS, from reaching production
systems.

You can automate static code
analysis and vulnerability scanning
with the help of automation tools.
Therefore, every pipeline stage un-
dergoes comprehensive and consis-
tent security testing, ensuring that

| WWW.ADMIN-MAGAZINE.COM



http://test.com
http://test.report.html
http://WWW.ADMIN-MAGAZINE.COM

security checks are extensive and
uniform across all stages of the CI/
CD pipeline.

Ensure that Infrastructure as Code
(IaC) templates and configurations
comply with security best practices.
Secure defaults, encryption, access
controls with minimal privileges, and
securely stored secrets are recom-
mended. Tools for IaC that use static
analysis techniques can help you
detect security issues in infrastruc-
ture definitions and identify potential
vulnerabilities.

Employ automated security testing
to identify potential vulnerabilities
in your code and infrastructure. You
can leverage tools like SonarQube,
Snyk [7]1, and OWASP ZAP to scan
code for security vulnerabilities,
perform static code analysis, and
identify common web application
security flaws. Including these secu-
rity tests as part of your pipeline can
help you decide when to consider
failing a build or deployment if criti-
cal vulnerabilities are detected.
During the development process,
reviewers use security-focused code
reviews to look for potential security
vulnerabilities, such as insecure API
usage, inadequate input validation, or
lack of proper encryption. Consider
using tools like Code Climate [8] or
SonarQube to automate some of these
code review processes.

As part of the CI/CD pipeline, you
should implement continuous moni-
toring and logging. To detect and
address possible threats, it is im-
portant to capture and analyze logs,
metrics, and security events. Log
aggregation and analysis tools will
give you an overview of the pipe-
line’s security posture and enable
you to identify anomalous or suspi-
cious activity.

Set up automated alerts for security
events, monitor logs for suspicious
activities, and implement a process
for incident response. Tools like
AWS CloudTrail [9], Amazon Guard-
Duty [10], or the Elasticsearch, Log-
stash, and Kibana (ELK) stack [11] can
assist in collecting logs and moni-
toring systems for potential security
breaches.
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Strong access controls and authentica-
tion mechanisms can help protect the
CI/CD pipeline and associated tools.
You should ensure secure access to
critical systems and repositories by
multifactor authentication (MFA).
Also, you should restrict permissions
to sensitive resources according to
the principle of least privilege so
that only authorized individuals can
access them.

Whenever you use containers, make
sure you use secure containerization
practices. Regularly update your base
images and dependencies, scan con-
tainer images for vulnerabilities, and
enforce secure configurations. Also,
use risk mitigation tools for container
runtime security and isolation, such
as Kubernetes pod security policies or
Docker security profiles.

The success of DevSecOps depends

a lot on proper collaboration between
teams, which is why it should be

the top priority. Your team mem-

bers should work closely together to
boost productivity, be aware of and
implement secure coding practices
and guidelines in application code,
practice peer code reviews, and un-
cover vulnerabilities early on. In this
way, your organization will be able to
deploy software of high quality, stan-
dards, and security quickly.

Finally, keep your CI/CD pipeline
components, such as build servers,
testing tools, and deployment envi-
ronments, up to date with updates
and patching.

Summary

Building a security-related develop-
ment and production pipeline can be
tricky if you are unaware of where to
start or what each phase entails. To
begin, you should be familiar with
your attack surface. Next, you need to
make changes to adapt and improve
the existing processes in a step-by-
step manner.

By following the best practices men-
tioned here, you can integrate security
into your development process, iden-
tify vulnerabilities early, and respond
to security incidents promptly. Incor-
porating security in a CI/CD pipeline

is a continuous process, and it should
be an ongoing effort to stay ahead of
potential threats and vulnerabilities.
DevSecOps addresses the shortcom-
ings of traditional security strategies,
aligns security requirements with
software development and delivery
practices, and offers a comprehensive
and proactive approach by blending
security into every step of the SDLC
process. It is the future of security

in an ever-expanding digital world,
implemented by following current
development trends and practices, em-
bracing automation, and promoting a
collaborative, security-aware culture. m
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GENEVE

LAN data transmission has evolved from the original [EEE 802.3 standard to virtual extensible LAN (VXLAN)
technology and finally to today's Generic Network Virtualization Encapsulation (GENEVE) tunneling protocol,
which offers improved flexibility and scalability, although it still faces some issues. We look at the three

technologies and their areas of app

Virtual local area network (VLAN)
tagging on an IEEE 802.3 network

is defined by the 802.1Q standard,
which makes it possible to separate
traffic from different logical networks
within a physical network. Special
VLAN tags are attached to each Eth-
ernet frame to assign unique VLAN
IDs, allowing a switch to determine
the VLAN to which a frame belongs
and forward it accordingly. Therefore,
traffic from different devices or user
groups is separated and isolated with-
out the need for physically isolated
networks.

Virtual extensible LAN (VXLAN) is a
tunneling technology used to create
and connect VLANSs across a physical
network and extend the maximum
number of supported 802.1Q VLANSs
from 4,094 to up to 16 million. Ge-
neric Network Virtualization Encap-
sulation (GENEVE) is a newer tunnel-
ing protocol developed by the Internet
Engineering Task Force (IETF) that
offers greater flexibility and scalability
compared with VXLAN and supports
multicast data transmission.
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IEEE 802.3 and 802.1Q

The IEEE 802.3 standards (also re-
ferred to as Ethernet) are mainly used
to transmit data packets on LANs.
The nature of the data can vary and
includes files, documents, audio,
video, web content, email, and more.
This definition describes the transfer
of data packets by coaxial, copper,
twisted pair, and fiber optic cables.
An Ethernet data packet comprises
the physical and higher layers known
from the Open Systems Interconnec-
tion (OSI) reference model, which
describes the logical aspects of the
network. The layers relevant for the
structure and format of Ethernet data
packets are:

B the medium access control (MAC)
header, which contains the address
of the receiver and sender along
with other control information;

B the logical link control (LLC)
header, which provides details of
the type of transmitted data, such as
Internet Protocol (IP) and Address
Resolution Protocol (ARP); and

M the data area, which contains the
user data to be transmitted.

Certain applications have special Eth-

ernet data formats and structures, dis-

cussed here, such as Ethernet II (DIX

format), Ethernet LLC, or Ethernet

Subnetwork Access Protocol (SNAP).

An 802.1Q frame has an extended

frame structure that includes an ad-

ditional VLAN tag compared with a

normal Ethernet frame. The structure

of the 802.1Q frame is:

B Preamble: 7 bytes used to prepare
the receiver for the upcoming
frame.

M Start frame delimiter (SFD): 1 byte
that marks the end of the preamble
and the beginning of the frame.

B MAC addresses: 6 bytes for the
MAC address of the target device,
followed by 6 bytes for the MAC
address of the source device.

W 802.1Q tag: 4 bytes with informa-
tion about the VLAN to which
the frame is assigned that pro-
vides a VLAN ID, a priority code
point (PCP) for quality of service
(QoS), and a canonical format
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indicator (CFI) for network
compatibility.

B Type field: 2 bytes with informa-
tion about the protocol type of the
carrier data packet (e.g., IPv4 or
ARDP).

B Payload data: The rest of the frame
contains the payload data, except
for the last 4 bytes, which has the:

B Frame check sequence (FCS): a
32-bit checksum computed by the
sender and used by the receiver to
verify the integrity of the frame.

VXLAN Extension

VXLAN operates in Layer 2 (data
link) of the OSI reference model; was
developed by Cisco, Arista, and VM-
ware; and is designed to overcome
the limitations of traditional LANs

in virtual environments and sim-
plify access to cloud resources and
applications.

A traditional LAN is based on the
MAC address and the physical topol-
ogy of switches and routers and is
limited to a certain number of de-
vices and broadcast domains. This
arrangement causes problems when
it comes to scaling and distributing
resources and applications in a virtual
environment.

VXLAN operates on the same layer as
IEEE 802.3, but supports the creation
of VLANSs that operate independently
of the physical topology and MAC
address. (See also the “STT Encapsu-
lation” box.) It uses a 24-bit VXLAN

STT Encapsulation

| did not look at stateless transport tunnel-
ing (STT) in this article because it is rarely
implemented in products. STT is also used
as a protocol to create virtual networks
independently of the physical topology and
MAC address, and also operates in 0SI Layer
2. STT is similar to VXLAN and GENEVE in
that it uses MAC-in-UDP encapsulation to
transfer data between virtual networks.
However, it uses a simpler stateless method
that requires less computing power. STT
does not require a control plane and is
therefore easier to implement and manage.
One drawback, however, is that it does not
offer the same flexibility and scalability as
VXLAN and GENEVE.
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virtual network identifier (VNI) to

identify and distinguish the virtual

LANs, which allows multiple VXLANSs

to be set up in a physical environ-

ment, offering improved scalability
and flexibility and the possible use of
more broadcast domains and devices.

VXLAN comprises the following

components:

B Identifier (VNI): a 24-bit value
that identifies and distinguishes
VLANS.

B Header: the VNI and other control
information, such as the source
and target UDP ports, used to
identify and route the VXLAN data
packets.

B Segment: a virtual LAN used by
one or more endpoints connected
by a VXLAN tunnel.

B Virtual tunnel endpoint (VTEP):

a device that encapsulates (and
decapsulates) VXLAN data packets
and connects VXLAN segments to
other VTEPs.

B Tunnel: a logical tunnel that trans-
mits VXLAN data packets over a
physical network.

A VXLAN data packet contains both

a MAC header and a VXLAN header.

The MAC header provides the physi-

cal addresses (MAC addresses) of

the sender and receiver, whereas the

VXLAN header provides the VNI that

identifies the VXLAN segment.

A large number of manufacturers sup-

port VXLAN in various forms: Cisco

Nexus switches and the application-

centric infrastructure (ACI); VMware

vSphere NSX-V and its successor

NSX-T, which works primarily with

GENEVE (more about that in a mo-

ment); Juniper QFX switches on the

Contrail networking platform; Arista

EOS switches; and HPE FlexNet-

work architecture and Virtual Cloud

Network.

Independent VLANs with
GENEVE

GENEVE operates in OSI Layer 2

and supports VLANs regardless of

the physical topology and MAC ad-
dresses. It offers greater flexibility and
scalability than VXLAN but also has

some issues. GENEVE is an extension
of VXLAN and is not compatible with
IEEE 802.3. Both the terminal devices
and the switches must support the
protocol.

GENEVE encapsulates multiple pro-
tocols and services in a single tunnel,
which can aggravate management
complexity. Therefore experienced
network admins need to configure
and manage GENEVE networks.
Moreover, admins can expect perfor-
mance problems because GENEVE
uses a single-tunnel format, increas-
ing the load on switches and routers.
Finally, security issues arise because
GENEVE'’s encapsulation of multiple
protocols and services in a single tun-
nel makes it difficult to monitor and
control communications between vir-
tual networks.

GENEVE comprises three compo-
nents: (1) the header, with fields
that contain the information re-
quired for unpacking and forward-
ing the data packages in the form
of flags (the type of message),
protocol type (the protocol in the
packet), VNI (identifying the vir-
tual network), and a reserved field
(for future extensions); (2) options
that supply the additional informa-
tion required for virtual network
management and automation (e.g.,
endpoint identification, connection
identification, endpoint policy); and
(3) payload, which moves data from
one virtual network to another and
can include an arbitrary protocol
(e.g., IPv4, IPv6, Ethernet).

Conclusions

GENEVE supports the interconnection
of virtual networks (overlay) over a
common physical network (under-
lay). Each virtual network node sees
the others as direct neighbors through
the GENEVE tunnel, regardless of
whether they are running on the
same physical device or at different
locations. All told, GENEVE helps vir-
tual networks get a unique network
identity and connect them over a
common physical network, which, in
turn, benefits the flexibility and scal-
ability of virtual networks. [ |
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The Azure Arc multicloud and
on-premises management platform

Cloud, Bridges

The Azure Arc cloud service supports centralized management of Windows and Linux servers, Kubernetes
clusters, and SQL servers that are not themselves running in Azure, extending Azure management capabilities
to servers in traditional data centers or any other cloud environment. We show you how to get Azure Arc up and
running and look at its key features. sy Jens Ssldner and Nils Bankert

One benefit of using Azure Manage-
ment Services is that servers man-
aged with Azure Arc are displayed as
objects on the Azure portal. These
servers can therefore be inventoried,
updated, and monitored by a consoli-
dated approach along with the servers
that reside in Azure. Azure Arc also
offers other features that help you
manage databases and Kubernetes
clusters, but in this article we focus
on managing what Microsoft refers to
as Azure Arc-enabled servers.
Fortunately, Microsoft offers the
features of the Azure Arc control
plane free of charge. The feature set
includes tag-based server manage-
ment, Azure management groups, the
ability to find and index servers with
Azure Resource Graph, access rights
management with the help of Azure
role-based access control (RBAC),
template- and extension-based au-
tomation, and update orchestration.
However, Azure Arc resources cur-
rently incur a cost of $6 per server
per month if you want to use Azure
Policy guest configuration (free for
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traditional Azure resources). Other
services such as Azure Monitor or
Azure Defender also incur charges if
used for Azure Arc-enabled servers.

Agents Get the Job Done

The Azure Connected Machine Agent
(ACMA) lets you manage Windows
and Linux machines running outside
of Azure in a traditional data center
or hosted by another cloud provider
with Azure. Microsoft provides a dia-
gram of all the Azure Arc components
online [1], which also shows the
agent’s tasks and its communication
relationships with the Azure services.
Three components in ACMA handle
communication with Azure and man-
agement tasks on the local machine.
The Hybrid Instance Metadata Service
(HIMDS) is responsible for establish-
ing the connection with Azure and
provides the identity of the connected
machine. The Guest Configuration
agent verifies that the server com-
plies with the Azure configuration
specifications and implements these

specifications if needed. The Exten-
sion Agent manages the deployment
of virtual machine (VM) extensions.
These small applications are used for
configuration and automation tasks
such as installing software or run-
ning scripts.

The Azure Virtual Machine Agent
(VM Agent) for Windows (also
known as the Windows Azure Guest
Agent) is required to process VM
extensions. It comes pre-installed

on Azure machines and is based on
Azure Marketplace images. As part of
the Extension Manager, the diagram
also shows the Azure Monitor Agent
(AMA), which is responsible for col-
lecting monitoring information on the
server and sending it to Azure Log
Analytics.

The ACMA components also have
communication relationships with
Azure Resource Providers (ARPs).
For security reasons, not all ARPs are
registered in an Azure subscription
out of the box. To use Azure Arc-
enabled servers, you need to enable
three ARPs for the subscription you
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are using. Although you can do this
in just a few steps on the portal, it’s
even easier with PowerShell:

Login AzAccount

Set-AzContext 2
-SubscriptionId <Subscription to 2
register resource providers>

Register-AzResourceProvider 2
-ProviderNamespace Microsoft.HybridCompute

Register-AzResourceProvider 2
-ProviderNamespace Microsoft.?
GuestConfiguration

Register-AzResourceProvider 2
-ProviderNamespace 2
Microsoft.HybridConnectivity

You can only install the ACMA on a
supported operating system: Win-
dows Server 2008 R2 SP1 and newer
and popular Linux distributions.
Microsoft provides exact details of
the prerequisites, restrictions, and re-
quired rights in Azure [2].

Planning Azure Arc
Deployment

The next steps to setting up
Azure Arc in a pilot or production

Azure Arc TOOLS .

environment are the planning
steps. One requirement is to create
a separate Azure resource group
that contains only Azure Arc-en-
abled servers (Figure 1). Addition-
ally, several planning and review
steps are recommended to ensure
targeted use of policies, permis-
sions, logging, and tags on Arc-
enabled servers.

On the network side, the ACMA
must be able to communicate over
the Internet with the Arc services on
TCP port 443; of course, this com-
munication is encrypted. To further
enhance communication security,
it also makes sense to use the still
fairly new Azure Private Link ser-
vice, which uses a private endpoint
to make Azure Arc components ac-
cessible from an Azure virtual net-
work (VNet). If the external servers
then connect to Azure over a virtual
private network (VPN) or Azure
ExpressRoute, the network traffic
generated for Arc is also no longer
routed over public IP addresses.
Azure Private Link generates some
costs for providing the private end-
points and the transfer volume.

Rolling Out the ACMA

Now that the planning is complete,
the next step is to roll out the ACMA
to the target systems. You can either
do this manually and interactively
or automate the process in larger en-
vironments. We went for automated
integration with an Azure service
principal, but to do so, you have to
create the principal first. To begin,
use the search bar on the Azure por-
tal to switch to the Azure Arc service
and select Service principals. Clicking
Add takes you to the wizard, where
you need to enter the following data:
B Name: The name of your service
principal (e.g., sp_AzureArc_
Servers)

B Scope assignment level: Resource
group

B Subscription and Resource group:
Create a resource group (e.g.,
rg_AzureArc)

B Client secret: Under Expires, define
the validity period of the client
secret string (also known as the
application password), which is
automatically created for your
service principal. Longer validity

rg_AzureArc

A Essentialy

Resources

[] mame +

Cost Management

8000030

Type equals ol Location equals all T Add Fiter

Location T4

Figure 1: Azure Arc-managed servers require their own resource group.
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periods improve usability and
convenience, but at the price of
risking misuse or disclosure of the
secret.

B Role assignment: Select the Azure
Connected Machine Onboarding
role.

To create the service principal, select

Create and in the next field copy the

credentials (client ID and client se-

cret) to a safe place, because you will
need them for the onboarding scripts.

A word of caution: After closing this

page, the access credentials can no

longer be retrieved.

Next, switch to the Server item in the

Infrastructure category in the menu

on the left. Clicking + Add gives you

several options for adding single or
multiple servers to Azure Arc. We
opted for the possibility of creat-

ing generic scripts for Windows and

Linux. Thanks to the client ID and

client secret, these scripts can add

any number of servers to Azure Arc
without admin interaction within the
validity period of the credentials.

In the wizard, select the subscription

and resource group (rg_AzureArc)

that was created in the previous step.

In Server details, you need to specify

the operating system for which you

will be generating the script and the
region where you want the Azure Arc
servers to reside after running the
script. As the Connectivity method,
leave the Public endpoint default, and
for Authentication use the service
principal you just created, which
results in the client ID being listed in
the script. In the final Download and
run script step, you then download
the script (for PowerShell, Bash, or

Ansible). If you have selected Win-

dows as the operating system, you

will also be given script variants for

Microsoft System Center Configura-

tion Manager or Group Policies. Now

you just need to copy the client secret
into the area marked Enter secret here,
after which the script is ready to use.

For this example with Azure Arc-

enabled servers, prepare several

Windows Server 2022 and Red Hat

Enterprise Linux 8.x VMs. After

copying the script and running it in

PowerShell or Bash, the Azure Arc
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registration completes without any
glitches, and the servers appear as
new objects in the resource group or
below Servers on the Azure Arc dash-
board immediately afterwards. The
metadata of the machines, such as
the computer name, the exact operat-
ing system version, or the underlying
server platform (in this case VMware
Workstation) were transmitted di-
rectly by ACMA.

Switching on Azure Monitor

After you have successfully on-
boarded your on-premises server
systems into Azure Arc, the next step
is to transfer monitoring of their logs,
update management, and inventory
to Azure services. First, you need

to create the resources you need in
Azure: an Azure Automation account,
a Log Analytics workspace, and an
Azure policy.

Azure Automation is a free cloud-
based service for process automation,
update management, and configura-
tion management of Windows and
Linux inside and outside of Azure.
The service has no costs itself, but
the log data stored in Azure Log Ana-
lytics is charged. You Azure Automa-
tion account is a standalone object in
Azure that resembles a Microsoft or
Azure account in name only. Automa-
tion accounts can be used to sepa-
rate and administratively delegate
automation-related resources, such as
runbooks and configuration settings,
from resources in other automation
accounts. For example, you can use
one account each for your production
systems, development environments,
and the local environment. Alterna-
tively, you can use a single account
to control all operating system up-
dates for your machines with Update
Management.

To create the account, go to Automa-
tion Accounts on the Azure portal
and use the wizard to create a new
account in your resource group (rg-
AzureArc in this example). We chose
admin-mag-arc-servers-automation
for the Name and West Europe as

the Region. In principle, the account
can manage all resources in Azure

regardless of the region. However,
selecting a region means that you
can isolate the related data and re-
sources in a specific region if policies
so require. On the Advanced tab,
make sure you select System assigned
under Managed Identities and then
click Review + create to complete the
process.

The next step is to create a new Log
Analytics workspace, which is an
environment deployed in Azure to
store, manage, and analyze log data
from services such as Azure Moni-
tor, Microsoft Sentinel, or Microsoft
Defender for Cloud. Each workspace
has its own storage area and configu-
ration but can combine data from dif-
ferent services. Creating a workspace
costs nothing initially, but costs are
incurred for data transferred to the
workspace for processing and stor-
age. On the Azure portal, select Log
Analytics workspaces and use the
wizard to create a new workspace
with default settings in your resource
group. We chose admin-magazine-arc-
servers-automation-law as the Name
and West Europe as the Region.

Now you need to configure the log
data import to Azure. Microsoft is
currently migrating the services from
the legacy Log Analytics agent service
to the new Azure Monitor Agent. This
move was not completed at press
time, and Azure Monitor Agent did
not yet support all scenarios, so we
used the legacy service, which Micro-
soft will continue to support until Au-
gust 31, 2024. To do this, you need to
select the Legacy agents management
function below Legacy in the bar on
the left. In Windows event logs, press
Add windows event log and choose
the system log as an example; leave
the categories Error, Warning, and
Information selected. Pressing Apply
saves the configuration. Repeat this
procedure for Linux by selecting Sys-
log in the bar at the top and clicking
on Add facility; add the Syslog facility
with all log levels and confirm this by
pressing Apply once again.

The next step is to ensure that the
Windows and Linux servers man-
aged by Arc send their log data to

the Azure Log Analytics workspace.
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To do this, we used an Azure policy
to roll out this configuration to the
on-premises VMs. You can create

this policy by typing Policy in the
Azure search bar and clicking Assign-
ments under Authoring in the Policy
Overview page on the left. Then,
select the Assign Initiative function.
An initiative groups multiple related
policy definitions into a single unit

to facilitate management: Instead of
assigning multiple individual policies,
you can assign the group (initiative)
in a single action. In the Azure Policy
Initiative Assignment Wizard, select
your subscription, including the re-
source group, as the Scope.

Now you need to define the initiative
named Legacy - Enable Azure Moni-
tor for VMs under Basics - Initiative
definition. Select your Log Analytics
workspace under Parameters, and
under Remediation make sure that
System Assigned Managed Identity

is selected under Create a Managed

Azure Arc TOOLS .

Identity. You also need to set the re-
gion to match the managed resources,
then use Review + create to assign
the initiative. You can now click on
the assignment’s name to view it.
View definition shows you that the
initiative comprises 10 individual
policies to ensure that the Log Ana-
lytics extension and the Dependency
Agent are rolled out on Windows and
Linux servers. Connecting the policy
initiative to your resource group now
ensures that all new servers added to
Azure Arc are automatically given the
necessary agents.

Of course, you have already added
servers to Azure Arc before assign-
ing the policy initiative. To make sure
that they also benefit from the Log
Analytics agent, you need to create
correction tasks in the initiative as-
signment as a remedy. To do so, click
on the initiative’s assignment in Policy
| Assignments and select the Create
Remediation Task function. You need

to create a total of four remediation

tasks to apply four of the policies

from the initiative to existing server

objects:

B LogAnalyticsExtension_Windows_
HybridVM_Deploy

B LogAnalyticsExtension_Linux_Hy-
bridVM_Deploy

B DependencyAgentExtension_Win-
dows_HybridVM_Deploy

B DependencyAgentExtension_Linux_
HybridVM_Deploy

In the settings, select your resource

group in the Scope field under the Re-

sources to remediate section and make

sure that the Re-evaluate resource

compliance before remediating box is

checked.

In Remediation, the created reme-

diation tasks now appear showing

their current statuses (e.g., accepted,

running, or succeeded). It can take

several minutes for all four tasks to

switch to the succeeded state. Looking

at the VMs managed by Azure Arc
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should then show that the Microsoft
Monitoring Agent and the Depen-
dency Agent are, for example, freshly
installed in the software list on Win-
dows. On Red Hat Linux 8.7, typing

rpm -qa | grep agent

at the command line shows you that
the omsagent and dependency-agent
packages are installed.

Providing Updates to an
Arc Server

The next point on the agenda is en-
abling update management for the
Azure Arc servers. To do this, navi-
gate to the Azure Automation account
on the Azure portal (admin-maga-
zine-arc-servers-automation in the
example). When you get there, select
Update Management in the left navi-
gation pane and enable it by selecting
the previously created Log Analytics
workspace before pressing the Enable
button to confirm. After a few min-
utes, the feature should be rolled out
in Azure for your scope, and you can
reload the page by clicking Update
Management again before proceeding
to configure it.

To do so, after deployment com-
pletes, click Manage Machines on the
newly loaded Update Management
page and select the Enable on all
available and future machines option
in the dialog box that appears. Di-
rectly below this, the dialog also lists
the current Azure Arc servers that
this setting currently affects. Press
Enable to confirm the configuration;
after we did so, it took about 15
minutes in our lab for the configura-
tion to reach all the servers and for
the servers to exchange the relevant
data with Azure. When done, you
can check the update status of your
Azure Arc-managed servers under
Automation Account | Update Man-
agement and see how many updates
and which updates are missing on
your servers.

To roll out the updates to the servers,
you need a function for the Azure
Arc VMs in the next step by switch-
ing to the Log Analytics workspace
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and selecting the Logs function in
the left navigation area. In the query
window, create a new query in Mi-
crosoft’s simple, SQL-style Kusto
query language by selecting Update
| Distinct Computer. Select Save as
function and save the query as the
Get-AllArcVMs function; also use the
same name for the Legacy Category
box and additionally select the Save
as computer group option.
Now switch back to the update man-
agement function in your Automation
Account and navigate to Schedule
update management. You now need
one setting each to roll out updates to
both Windows and Linux servers. For
Windows, select the following data:
B Name: Update Windows
B Operating system: Windows
B Items to update: Groups to up-
date | Non-Azure and the function
just defined, GetAllArcVMs
B Schedule settings: Recurrence |
Recurring, Recur every 1 Day
To save this schedule and repeat the
steps in the same way for Linux serv-
ers press Create.
Once the schedules are set up, you
can use the update management
dashboard to see whether and when
the updates ran and what the results
of the operations were. In our lab, it
took a while for the freshly installed
updates to disappear from the list of
missing updates on the dashboard,
because the underlying Kusto query
has a longish query time window. All
told, update management leaves the
impression of being very well thought
out and clear-cut. It certain makes it
easy to provide potentially globally
distributed server systems with cen-
trally managed updates.

Enabling Inventory

The final step is to configure the
software inventory for Azure Arc-
managed servers. To do so, navigate
to your Azure Automation account
and select Configuration Manage-
ment | Inventory. To enable the in-
ventory, you need to specify the Log
Analytics workspace and then click
Enable. Now reload the function tile,
click Manage Machines at the top,

and select Enable on all available and
future machines. After a few minutes,
the data is loaded, and depending on
the server’s operating system, you can
view the installed software, including
the version numbers and manufactur-
ers, the Windows services, Linux dae-
mons, and other properties directly

in the Automation account under
Inventory or, alternatively, under the
individual server objects.

Conclusions

Although this article on getting
started with Azure Arc is complete,
the feature set holds far more in
store. Currently, additional proper-
ties of servers can be retrieved with
VM Insights, central access to secrets
and access credentials in the Azure
Key Vault can be managed in Man-
aged Identities, and you can boost
the security of your Azure Arc serv-
ers by integrating the Azure Security
Center and Microsoft Defender for
Cloud. Azure Automanage servers
can be used to verify compliance
with specific conditions or policies
and to roll out registry keys. More-
over, you have options for hybrid
management of Kubernetes clusters,
databases, and (currently still in pre-
view) VMware vSphere and Micro-
soft Azure Stack HCI.

These far-reaching and practical
features show that Azure Arc is an
important initiative for Microsoft that
is designed to offer admins an Azure-
based option for centralized manage-
ment of services hosted in traditional
data centers or arbitrary services
hosted in other clouds. This article
can help you get started with Azure
Arc, which is not always easy, and
then you can go on to tackle the more
advanced features. [

Info

[11 Azure Arc overview:
[https://learn.microsoft.com/en-us/azure/
Bzure-arc/servers/agent-overview]

[2] Supported operating systems:
[https://learn.microsoft.com/en-us]
Bzure/azure-arc/servers/prerequisitest
kupported-operating-systemg]
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Innovations in Ceph

Ceph and its core component RADOS have recently undergone a number of technical and organizational
changes. We take a closer look at the benefits that the move to containers, the new setup, and other feature
improvements offer. sy artin Loschwitz

Ceph and its core component RA-
DOS are considered a prime example
of an open source object store imple-
mentation that has earned a reputa-
tion as a reliable piece of software
that need not fear competition with
proprietary and commercial offerings.
Some observers tend to forget the
quite extensive history of the environ-
ment. In the eyes of many, Ceph is
still quite young, even though it has
been around for more than 15 years
and has been marketed commercially
for more than 10 years. The software
is by no means a newcomer; quite the
opposite, it is well established.

Ceph has not been quiet. To this day,
developers continue to surprise us-
ers with an explosion of features in
a relatively short time, which is rea-
son enough to take a closer look at
what has been happening at Ceph in
recent weeks and months - both in
terms of the people working on Ceph
and of the product itself. What new
options are available to administra-
tors today, compared with slightly
older Ceph versions, such as Nau-
tilus, and how can administrators
benefit from those innovations and
improvements?
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Step by Step Takeover

Somewhat uncharacteristically, I
start with the organizational aspects
behind the scenes at Ceph, because
at least as much has changed there
recently as on the technical side.
The reason is obvious: After Red
Hat swallowed the erstwhile Ceph
provider Inktank several years ago,
the company initially continued to
run as a company within a com-
pany. This approach was not un-
usual for Red Hat. Several times in
the past, Red Hat has not integrated
companies into its own organiza-
tional structure immediately after
acquisition, and for good reason.
After the acquisition of Inktank,
Red Hat would have had virtu-

ally no teams into which Inktank
could have been integrated. Some
structures in the company were
streamlined over the years; for ex-
ample, parts of the sales department
formally moved from Inktank to Red
Hat, as did parts of the marketing
department.

IBM has now taken over Red Hat,
and as much as IBM always empha-
sizes that it wants to “preserve the

DNA of purchased companies,” Big
Blue is not well known for keeping
this promise. The inevitable hap-
pened, and after a grace period,
IBM announced extensive changes
to both the corporate structure and
the portfolio. Initially, all the stor-
age sales moved from the Red Hat
side to the established IBM storage
teams.

IBM justified this step with argu-
ments that are quite conclusive at
first glance. Currently, they claim,
different sales teams have to travel
to customers with IBM and Red
Hat products, but some of them
offer the same products or varia-
tions thereof. Now, customers will
be able to purchase the vendor’s
entire storage portfolio directly from
IBM, even if the product originally
came from Red Hat. Red Hat was
practically dropped as a factor in
sales communication and was not
to everyone’s liking. IBM affirmed
that the contact persons for existing
customers would remain the same,
both in terms of sales and technol-
ogy, but this would not be the first
time such promises fell victim to
“reorganization” at a later stage.
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Less Ceph, More IBM

IBM is also tweaking the Red Hat
product portfolio. In the future, Ceph
will be increasingly marketed as
software bundled with storage hard-
ware from Big Blue. Ceph will only
be available as a standalone product
with commercial support in com-
bination with Red Hat’s OpenStack
platform. This arrangement is likely
to be a bitter blow for some com-
panies, because by no means does
everyone who operates Ceph also
rely on the OpenStack private cloud
environment.

Red Hat previously expressly pointed
out that Ceph in the form of Red

Hat Storage is also available with-
out OpenStack, and presumably the
number of active users of this solu-
tion is greater than that of the cloud
combination. No problem, IBM as-
sures you, existing contracts will not
be changed. However, administrators
do not have any real certainty that
IBM will not slam the door on the
previous standalone Ceph installa-
tions, which, understandably has led
to a sinking feeling in the stomach of
some admins, although there does not
seem to be any reason to panic.
Inktank might still be the sole Ceph
part of Red Hat upstream and, hence,
as part of IBM. However, companies
that offer consultancy for Ceph also
exist outside of Red Hat headquar-
ters. These consultants include small,
external service providers, as well as
large companies like Canonical. At
least a few of those same companies
will in all likelihood also ensure that
Ceph with commercial support can
continue to be used without Open-
Stack. The approach that smaller
consulting firms take with regard

Innovations in Ceph TOOLS .

to Ceph may be better received by
many Ceph users anyway. Although
the typical all-in contracts are still
widespread in the US, in many other
countries arrangements can be more
individual, which, in some cases,
leads to independent service provid-
ers offering commercial support for
setups that the Red Hat people at
IBM just wave off.

Speaking of waving off, a Ceph per-
sonnel story made the rounds in the
community a while ago and caused
an uproar, at least briefly. None other
than Ceph inventor Sage Weil an-
nounced his intention to withdraw
completely from Ceph development in
the foreseeable future and leave the
helm to others. During the US presi-
dential campaign, he said, he had
taken part in various voter mobiliza-
tion groups, gaining interest in elec-
tion and civil rights issues, and Weil
has been active in precisely these
areas, more or less turning his back
on IT. Fortunately, the Ceph world did
not stop spinning after the departure
of its warlock. Because the rights to
Ceph now belong to a foundation un-
der US law, Ceph can be considered
independent enough to withstand
even a severe change in the available
personnel.

Incidentally, some suspect the spin-
off of the Storage team from Red Hat
to be the start of IBM’s Red Hat carve
up. This wouldn’t be the first time
that IBM bought a competitor, gutted
it, and then sold off the unprofitable
remains. For the moment, at least,

no real evidence supports this thesis.
Since Red Hat has belonged to IBM, it
has been growing as a division more
strongly than before, achieving dou-
ble-digit annual growth rates. Quite
possibly, other parts of Red Hat will

o0 e

Black on White (-bash)

root@alice:~# ceph orch daemon add osd alice:/dev/sdb
Created osd(s) @ on host 'alice'

root@alice:~# ceph orch daemon add osd bob:/dev/sdb
Created osd(s) 1 on host "bob'

root@alice:~# ceph orch daemon add osd charlie:/dev/sdb
Created osd(s) 2 on host 'charlie'

Figure 1: Admins create Ceph daemons and object storage daemons (0SDs) with cephadm
teamed with ceph-mgr, which replaces Ceph deployment tools.
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be merged into IBM sooner or later.
However, this should not be seen as a
departure from the technologies that
IBM has incorporated with Red Hat -
which includes Ceph.

New Delivery Format, New
Setup Tool

The news that Ceph has a new setup
tool will probably not provoke more
than a yawn of boredom from old
hands in the Ceph business. After
all, anyone who has worked with
the software for a few years has
seen many tools come and go (e.g.,
mkcephfs, ceph-install, ceph-deploy),
not even mentioning the tools sup-
plied by distributors. Ceph can also
be rolled out by Puppet, Chef, and
Ansible. However, the developers
promise this new deployment tool,
cephadm [1], is here to stay (Figure 1).
However, cephadn is only half the
truth. Strictly speaking, it really only
contains the functionality necessary
to get the basic services running on
a host. When cephadm has done its
job, the management component
ceph-ngnmt takes over. The developers
have been quite generous. The ceph-
adm and ceph-mgmt team is de facto a
separate automation and orchestra-
tion framework that virtually replaces
Ansible and others, at least for the
Ceph part of a setup.

However, the introduction of cephadnm
is accompanied by another change
that is by no means to the liking of
every admin and that has already
caused extensive discussions on the
Ceph mailing list. Red Hat is merci-
lessly following through with its
“containers first” strategy for Ceph,
too. Red Hat Storage, for example, is
already completely containerized. The
installation no longer rolls out pack-
ages in RPM or DEB format on the
system, but installs Podman as a run-
time environment for containers and
then starts the required Ceph services
in containerized form (Figure 2).
From the administrator’s point of
view, this method introduces many a
weird effect.

You can no longer call ceph -u at the
command line because the ceph binary
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sow

[root@b52-41-2-47-29 ~]# podmon exec -i -t ceph-mon-S$(hostnome -s) ceph -s

cluster:
id: ffe3bcaZ-a718-11ea-9a92-52540006f f8b
health: HEALTH_OK

services:

mon: 3 doemons, quorum b52-41-2-47-29,b52-41-2-47-27 ,b52-41-2-47-25 (oge 3w)

mgr: b52-41-2-47-25(octive, since 1@w), stondbys: b52-41-2-47-27, b52-41-2-47-29
osd: 150 osds: 150 up (since 2w), 150 in (since 3M)

rgw: 3 doemons active (b52-41-2-47-25.rgw@, bS52-41-2-47-27.rge@, b52-41-2-47-29.rgwd)

task status:

data:
pools: 16 pools, 6480 pgs
objects: 7.76M objects, 24 TiB
usage: 76 TiB used, 484 TiB / 560 TiE avail
pgs: 6399 active+clean
1 active+clean+scrubbing+deep

io:
client:

[root@b52-41-2-47-29 ~]# alias ceph="podmon exec -i -t ceph-mon-$(hostnome -s) ceph”
1-2-4

[root@b52-4
HEALTH_OK
[root@b52-41-2-47-29 ~-]#

7-29 ~]# ceph health

12 MiB/s rd, 46 MiB/s wr, 69 op/s rd, 214 op/s wr

Figure 2: If the Red Hat people have their way, Ceph will run in containerized form, which is
practical for the manufacturer but means a change of habit for admins.

simply does not exist on the system.
To do so, you first need to run cephadm
shell to launch a local container with
the shell, in which the ceph command
will then run. Admittedly, the problem
is relatively easy to get around. If you
install ceph-common and make sure that
/etc/ceph contains the appropri-

ate ceph.conf, including the key of
CephX user client.admin, ceph will
again run from the command line.
However, having Ceph services run
in containers also has other implica-
tions. If you want to see the system
messages of these services, you
have to use podman logs to access
their containers, because the mes-
sages are no longer available in text
files.

Practical for the Provider

Why has Red Hat taken this step?
From the provider’s point of view,

it offers so many advantages that it
would be almost negligent not to do
so. The overhead required to main-
tain Ceph as software alone is mas-
sively reduced by the intermediate
container layer. In the containerized
approach, for a system to run Ceph,
it only needs a runtime environment
for containers, which is the case on
all RHEL versions. SUSE, Ubuntu,
and others can also be made fit for
containers with Podman or Docker
Community Edition (CE).
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All you basically need to do is main-
tain exactly one variant of all sup-
ported Ceph versions, instead of
many different versions and packages
for various distributions. This reason
is exactly why Red Hat and ultimately
IBM are unlikely to move away from
this approach. Red Hat has already
classified the deployment scenario

to be legacy, and the deprecated and
final unsupported states are likely to
follow soon. At least you can convert
an existing setup to the new format
with cephadm. The Ceph documenta-
tion contains instructions.

Changes Under the Hood

With all the hype about the Ceph
meta level, the impression arises that
Ceph is basically no longer in techni-
cal development. Far from it: Both
RADOS, as the object store at the
heart of the solution and the standard
front ends, Ceph Block Device, Ceph
Object Gateway, and the Ceph file-
system CephFS, have seen significant
technical advances in the recent past,
as seen with a closer look at the indi-
vidual components.

The developers have constantly
worked on the on-disk format of Ceph
object storage daemons (OSDs) and
made smaller and more efficient files
found there. As you are probably
aware, Ceph has been using its own
mini-filesystem named BlueFS on its

OSDs for a few releases; the whole
enchilada then goes by “BlueStore.”
Thanks to BlueStore, an OSD in Ceph
no longer needs a POSIX-compatible
filesystem on its block device.
BlueStore uses a RocksDB-based map-
ping table as an alternative; the table
contains the stored objects and their
physical addresses on disk for each
stored object. Because RocksDB also
includes a write-ahead log (WAL), it
brings journaling capabilities to sce-
narios where individual components
of the environment fail. OSDs now
provide their services on their storage
devices far faster than with the legacy
XFS-based solution.

Improved Tools

Ceph developers also have signifi-
cantly improved some tools, espe-
cially in terms of command-line out-
put. The ceph command now displays
progress bars for recovery and resync
operations, which is useful for a
clear overview. The view with all the
placement groups (PGs) in the cluster
that ceph ph dump conjures onto your
screen is still quite long, but with
fewer columns so that it will at least
fit on widescreen displays.

PGs are also handled differently.

The PG is Ceph’s unit for logically
bundling objects and for distributing
them across its own storage devices
(i.e., the OSDs). At the beginning of
Ceph development, administrators
had to define the total number of
Ceph PGs present in the cluster man-
ually. One problem was that several
formulas were in circulation on how
to calculate the ideal number, and it
was initially impossible to reduce or
increase the number of existing PGs
retroactively while keeping the same
number of OSDs.

In the meantime, both capabilities
have been added. If you stick to cer-
tain lower and upper limits, you can
freely define the number of PGs in
your cluster. However, the PGs still
have an influence on performance.
Today, RADOS gives administrators
an automatic scaler for PGs on the
ceph-mgnt framework. It has also
been enabled by default since Ceph
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Octopus. Messing around with the
total number of placement groups is
likely to be a thing of the past for the
majority of admins. Only in very rare
and unusual setups will it be possible
to tease more out of the installation
than the autoscaler gives.

RBD: Mirroring and
Snapshots

The Ceph Block Device, or RADOS
Block Device (RBD), to use the term
familiar to some Ceph veterans,
comes with several new volume mir-
roring features. On the one hand,

the developers have significantly im-
proved the snapshot capabilities for
this purpose. Snapshots in RBD have
always been incremental, but Red Hat
has once again tweaked both the per-
formance and storage aspects. In this
respect, snapshots in RBD require less
space today than ever before and are
also a little faster.

At the same time, the once rudi-
mentary rbd-mirror now comes as a
complete mirror suite that keeps RBD
volumes and, more specifically, their
snapshots in sync between two Ceph
clusters. The benefits go to companies
that operate two Ceph clusters at dif-
ferent locations and use one as a di-
saster recovery setup for the other. An
RBD snapshot on site B can easily be
used to start a virtual machine (VM)
if site B fails. Unless you manage your

Innovations in Ceph TOOLS .

VMs completely manually, however,

you will still need the internal man-

agement tools for the VMs to be able
to handle this mirroring function, as
is now the case with OpenStack, for

example.

CephFS: More Filesystems
per Cluster

CephFS was once the nucleus of the
entire Ceph setup. However, in the
early Inktank years, it was forced to
take a back seat behind RBD and the
Object Gateway as the RADOS front
end, because it offered the least value
in the context of private cloud setups.
At the time, almost everyone wanted
a private cloud. It took several years
before Inktank finally dared to move
CephFS to version number 1.0 and
declare it ready for production. How-
ever, critics at the time saw CephFS
1.0 as more of a pared-back release
with a massively reduced feature set.
Of course, many of the missing fea-
tures have been added in the mean-
time. Moreover, it became possible to
operate multiple CephFS filesystems
within a RADOS cluster.

What sounds like a detail has practi-
cal, tangible implications. Previously,
you could create precisely one CephFS
in a RADOS cluster. In many compa-
nies, though, this approach is not vi-
able because of compliance issues. For
example, a common occurrence is to

stipulate a logical separation between
a company’s own data and third-party
data in the cloud. However, imple-
menting this in a meaningful way is
virtually impossible with just ACLs
and POSIX permissions. A better solu-
tion is to have a separate filesystem
with its own CephX key for each cus-
tomer. RADOS then prevents access to
objects that the accessing clients have
nothing to do with at the level of ob-
ject storage. This feature has since also
reached maturity for production. As

a bonus, it is now possible to replace
different services such as NFS and
Samba with CephFS in your own en-
vironment without the content of the
different CephFS filesystems getting in
each other’s way.

Ceph Object Gateway

Huge changes to the Ceph Object
Gateway have been made, in par-
ticular to the way off-site replication
works. The gateway, often referred to
by its legacy name, RADOS Gateway
(RGW), was the first front end in
Ceph to allow asynchronous repli-
cation across multiple sites, which
made sense because everyone knows
that the gateway supports REST-
based access to objects in RADOS

by emulating AWS Simple Storage
Service (S3).

S3 has become the asset store in
many web applications, for example,

* Status
Clester St Hanager Casmons
>
5 total 1 active
{EALTH_OK 3 (quorum 0, 1,
(@ 3 5up,5in 2 standby
. Metadata Sermrs
1 active 0 total
1 | 1 total
o 2 0 standby 0 up, 0 down
Periormance
e - e e Flmact Whistm. Rscovery Theoughpit ——
o oBs NA 0Bis Inactive
Capacity
Raw Casacity Drvecs PGs per OSO PG Status
@ ® @
L L ] L ]
6 . 100.8 e

Figure 3: The clearly designed dashboard is a good way to view the most important cluster values.
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to keep images, video, and other
immutable data in small stores in
regional proximity to the client and
let the web application automati-
cally generate the appropriate links,
depending on the client’s origin. Of
course, the option to sync content be-
tween sites makes sense in this case.
Today, this functionality is no longer
a separate tool, but a component

of RGW. It is nevertheless remark-
able: Specific buckets or entire pools
can be replicated between RADOS
instances with realms, zone groups,
and zones. The Ceph documentation
even has a blueprint on how to ex-
tend such a setup with Nginx. RADOS
then becomes a kind of massively
scalable mini-CDN that offers good
enough performance for the require-
ments of HTTP and HTTPS.

Improved Dashboard

Finally, I'll take a quick look at the
dashboard, which originated with
OpenAttic, although it probably no
longer has much of its original code
on board. However, the wide-ranging
functionality of the official Ceph
dashboard has grown in leaps and

. TOOLS Innovations in Ceph

bounds. In addition to monitoring,
alerting, and trending (MAT) with
Prometheus and Grafana, it now even
offers the ability to change cluster
configuration details (Figures 3

and 4).

Since adding new OSDs with
ceph-mgnt, logic is always the same
process, which can now be started
from the dashboard, as well. Basic
changes to the CRUSH map are also
possible. The developers are continu-
ously fine-tuning the dashboard’s
user interface, as evidenced by oc-
casional changes to the design and to
the program’s menus. The dashboard
is still not entirely suitable as a slot-in
shell replacement, but that is ulti-
mately not its intent. On top of that, it
is part of the standard scope of a nor-
mal Ceph setup rolled out by cephadnm
and ceph-mgnt. So, if you need a Ceph
monitoring dashboard to display on a
large TV in the operations room, the
Ceph dashboard will serve you well.

Conclusions

Ceph’s quality has developed consid-
erably of late. Many classic desired
features have been added in the
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meantime, and the organizational
changes behind the scenes do not
give rise to worries of the developers
stopping their good work any time
soon. That said, much is left to be
done. No matter how the Ceph de-
velopers tweak the software’s many
performance bottlenecks, RADOS is
still not free of the massive latency
that is mainly caused by the Ethernet
transport path, on the one hand, and
the internal CRUSH algorithm on

the other. If the developers succeed
in making noticeable improvements
there, Ceph would be able to open up
a completely new target group. Cur-
rently, no specific activity in this re-
spect is evident. Future developments
remain exciting. [ ]
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[1] cephadm: [https://docs.ceph.com/en/
guincy/cephadm/index.htm|]
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Figure 4: The dashboard can now be used to modify the cluster (e.g., with 0SDs). Also note the PG autoscaler in action.
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Test your containers with the
Docker Desktop one-node cluster

Test Lab

. TOOLS Docker Desktop Local Cluster

The built-in single-node Kubernetes cluster included with Docker
Desktop is a handy tool for testing your container. y artur Skura

Docker makes it easy for developers
to deploy applications and ensure that
the local development environment

is reasonably close to the staging and
production environments. Remember
the times you found a great app only
to discover the installation instructions
extended over several pages and in-
volved configuring the database, popu-
lating tables, installing many packages

and corresponding libraries — and then
because of a tiny glitch in the docs,
things didn’t work as expected?
Thanks to Docker, these days are
mostly over. You can develop your
app and test it locally and then
deploy it to the testing and produc-
tion environments with few or no
changes. But Docker itself is not
enough. Modern apps rarely consist

Sattings
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Figure 1: Enabling Kubernetes in Docker Desktop.
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of just one container. If you have
more than one container, you need

a way to organize them that is trans-
parent to your users. In other words,
you need a container orchestration
platform. The unquestioned leader in
orchestration is Kubernetes (K8s for
short). It is easy to get started with
Kubernetes if you have Docker Desk-
top installed. Simply go to Settings |
Kubernetes and select Enable Kuber-
netes (Figure 1). Enabling Kubernetes
from Docker Desktop gets you a one-
node cluster suitable for local testing
and experiments.

Listing 1: my-app/nginx/nginx.conf

01 events {

82 worker_connections 1624;
83 3

84 http {

85  server {

06 listen 80;

07 location / {

08 proxy_pass http://uebapp:5600;
09 3

10 1

113
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Single-node clusters are quite useful
for testing, and the single-node Ku-
bernetes cluster bundled with Docker
Desktop is pre-configured and ready
to use. Along with this single-node
cluster (called “Kubernetes server” in
Docker docs), Docker Desktop also
includes the kubect! command-line
tool (called “Kubernetes client”).
Because kubect] is already set up to
work with the cluster, you can start
issuing commands straight away
without additional configuration.

About Kubernetes

Many people say they would like to
start learning Kubernetes, but they
somehow get stuck at the first phase,
that is, the installation. The problem
is, administering a Kubernetes cluster
and developing software that runs on
it are two different tasks that are often
handled by different teams. Installing,
upgrading, and managing the cluster
is usually done by the Ops or DevOps
team, whereas the development is
usually done by developers. Using a
single-node cluster, developers can
take the first steps with verifying that
the containerized application works in
Kubernetes before passing it on to Ops
for further implementation.

Do | Need cri-dockerd?

Docker Desktop Local Cluster

Kubernetes is a complex beast, and it
might be confusing to present its archi-
tecture in detail, so I'll focus on the es-
sentials. For starters, it’s enough to re-
member two concepts: nodes and pods.
Nodes normally correspond to virtual
(or, less often, bare metal) machines on
which pods are running. Pods, on the
other hand, correspond to sets of con-
tainers, and they are running in nodes.
One node can contain several pods.
One pod cannot run on more than one
node - instead, you create replicas of
the pod using so-called deployments.
A typical Kubernetes cluster has several
nodes with one or more pods running
on each node. When one node fails,
the pods that had been running on it
are considered lost and are scheduled
by the cluster to run on other, healthy
nodes. All this happens automatically
when you use a deployment. Kuber-
netes is therefore a self-healing plat-
form for running containerized apps.
Even on the basis of this simplified
description, you can understand why
Kubernetes took the world by storm.

A Multi-Container Example

Kubernetes cluster. I will create a
docker-compose.ynl file that sets up

a web application stack consisting

of an Nginx reverse proxy, a Python
Flask web application, and a Redis
database. In the root directory of your
project (let’s call it my-app), create

Listing 2: my-app/nginx/Dockerfile
81 FROM nginx:alpine

9

o

COPY nginx.conf /etc/nginx/nginx.conf

Listing 3: my-app/webapp/app.py
81 from flask import Flask
62 import redis
83 import os

05 app = Flask(__name__)

06 redis_host = os.getenv("REDIS_HOST", "localhost")

87 r = redis.Redis(host=redis_host, port=6379, decode_
responses=True)

99 @app.route('/")
10 def hello():
11 count = r.incr('counter')

12 return f'Hello, you have visited {count} times.
13
14 if __name__ == '_ main__":

15  app.run(host="0.0.0.08", port=5000)

A simple example will show how easy Listing 4: my-app/webapp/Dockerfile

it is to test your Docker containers
using Docker Desktop’s single-node

Kubernetes was built around the Docker
Engine container runtime, and the early ver-
sions of Kubernetes were fully compatible
with Docker Engine. Docker Engine is a full-
featured runtime with many features for sup-
porting end users and developers - and even a
system for integrating third-party extensions.
In many cases, developers don't need all the
functionality provided by Docker Engine and
just want a much simpler runtime. Kubernetes
implemented the Container Runtime interface
(CRI) in 2016 as a universal interface to sup-
port other container runtimes. Docker contrib-
uted the code for a simpler, more elementary
container runtime called containerd, which

is compatible with CRI. Containerd is now
maintained by the Cloud Native Computing
Foundation.

Containerd works for many common scenarios
today, but some users still prefer the more
robust Docker Engine, with its user interface

features and support for extensions. Because
Docker Engine was developed before CRI, it
does not fit directly with the CRI interface.
Kubernetes implemented a temporary adapter
called dockershim to support Docker Engine
on CRI-based Kubernetes installations. Dock-
ershim was deprecated in Kubernetes 1.20 and
removed in version 1.24.

A new adapter called cri-dockerd now
provides “fully conformant compatibility
between Docker Engine and the Kubernetes
system.” If you are running Kubernetes 1.24
or newer with containerd, you won't have

to worry about compatibility. However, if

you want to continue to use the Docker
Engine runtime, you might have to replace
dockershim with the cri-dockerd adapter. Cri-
dockerd is included with Docker Desktop, so
you won't need to worry about cri-dockerd to
access Docker Desktop's single-node Kuber-
netes cluster.

81 FROM python:3.11

62 WORKDIR /app

83 COPY .

84 RUN pip install Flask redis
65 CMD ["python", "app.py"]

Listing 5: my-app/docker-compose.yml

01 services:

82 nginx:

03 build: ./nginx
04 ports:

05 - "8080:80"
06 depends_on:

07 - Wwebapp

08  uwebapp:

09 build: ./webapp
18 environment:

11 - REDIS_HOST=redis
12 depends_on:

13 - redis

14 redis:

15 image: "redis:alpine"
16 volumes:

17 - redis-data:/data
18
19

volumes:
20 redis-data:
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redis 6 layers [ ] es/es
7264a8db6415 Pull complete
a2BB17daT3be Pull complete
S536ccaebaffb Pull complete
f54d1871deaté Pull complete
4d19eb4b6472 Pull complete
33¢cc95c965F Pull complete

[+] Building 19.9s (5/9

. TOOLS Docker Desktop Local Cluster

Pulled

3620647Fe0bO14331cTd2bd8526e5b 85.9

=> => extracting shal56:delcac68b6165cUBcF6+Bb3BU1TIUECI1beB3a96B8e233e55ee48221553a5e578

Network my-app_default
Volume *

Container my-app-webapp-1
—app—nginx-1
-app-nginx-1, my-app-redis-1, my-app-webapp-1

Container

7.622

| 1:C 27 Aug 2623 11:2
1 1:C 27 Aug 2
s-server /path/to/redis.conf
1 1:M 27 Aug 2823 11:
2823 11:
2623 1
2623 11:
Serving Flask app
Debug mode: off

.622
.622

.623

625

.626
.626
app'

0080006000800 Redis is starting 0080008000800
Redis version=7.2.8, bits=64, commit=008008080, modified=
Warning: no config file specified, using the default config

monotonic clock: POSIX clock_gettime
Running mode=standalone, port=6379
Server initialized

Ready to accept connections tcp

* Running on all addresses (8.6.8.8)
Running on http://127.8.8.1:5008
Running on http://172.19.8.3:50808

ess CTRL+C t

docker:default

pid=1, just started
In order to specify a config 4

/docker—entrypoint.sh: /docker—entrypoint.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker—entrypoint.d/18-listen-on-ipv6-by-default.sh
lé-listen-on-ipv6-by-default.sh: info: Getting the checksum of fetc/nginx/conf.d/default.conf
18-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in fetc/nginx/conf.d/default.conf

/docker—entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh

/docker-entrypoint.sh: Launching /docker-entrypoint.d/28-envsubst-on-templates.sh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/38-tune-worker-processes.sh

/docker—entrypoint.sh: Configuration comple

; ready for start up

Figure 3: Running containers with Docker Compose.

two folders: nginx and webapp. The
nginx directory will contain a Nginx
configuration file nginx.conf (Listing 1)
with a Dockerfile (Listing 2); the
webapp directory will contain a Flask
app app.py (Listing 3) and the cor-
responding Dockerfile (Listing 4). In
this way, I will build two images: one
containing the Flask app and another
with Nginx. The user will connect to
a Nginx instance, which will commu-
nicate with the Flask app. The app,
in turn, will use the Redis in-memory
storage tool as a simple store for
counting users’ visits.

The key part that glues everything
together is the docker-compose.ynl file

ADMIN 77

(Listing 5). It defines three services
and one volume. You might ask why
three services since we only prepared
two Dockerfiles? The two Docker-

files are custom images, whereas

the Redis image is a standard image
(redis:alpine) without any modifica-
tions, so you don’t even need to create
a Dockerfile for it - you can instead
use the ready-made image directly

with the image directive. Docker Com-
pose makes it easy to start and build
the whole infrastructure:

docker compose up --build

This command will first build the three
Docker images (Figure 2) and then run
the resulting containers (Figure 3) in
the correct order: As you will notice in

« > @ C O D localhostsoso

Hello, you have visited 6 times.

w Q, search

Figure 4: The Flask app correctly counting user visits.
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docker-compose.yml, the redis service,
even though defined last, needs to

run first because webapp depends on it,
whereas nginx has to start last because
it depends on webapp already running.
The Flask app should be available on
localhost:8080 and working as intended
(Figure 4). (By the way, you might no-
tice that I am using docker compose, a
new command integrated with Docker
Desktop, called Compose V2, instead
of the legacy Compose V1 command
docker-compose. Unless you have a good
reason to use V1, you should always
use V2 as V1 is not receiving updates.)

Docker Desktop Local Cluster

ConfigMap resource for Nginx (List-
ing 12). Deployments define, among
other things, what containers and
volumes should run and how many
of replicas should be created. A
ConfigMap is another type of re-
source used for configuration.
Kubernetes will not build images.
You need to have them already built
and pass them to deployments as
arguments of the image directive. In
the case of Redis, I am not modify-
ing the official image and can use it
directly.

With Nginx, things get a bit more

of the actual Nginx container. This
approach has many advantages. For
example, I can reconfigure Nginx
dynamically, and Kubernetes will

c ©® ©
= W

> ©
© —

Listing 8: my-k8s-app/redis-service.yaml

apiVersion: vl

kind: Service

netadata:
name: redis

ports:

- port: 6379

selector:
app: redis

complex because I need to adapt
the default configuration. Fortu-

As a side note, if you are planning on
using the Docker Engine runtime with

Listing 9: my-k8s-app/ nginx-deployment.yam|

Kubernetes, see the sidebar entitled nately, I don’t have to modify the 01 apiVersion: apps/vl
“Do I Need cri-dockerd?” image this time and can use another 02 kind: Deployment
Kubernetes resource: ConfigMap. 03 metadata:

04 name: nginx
05 spec:

ConfigMap will allow me to man-
age the configuration independently

Migrating to Kubernetes

This brings me to the 06 replicas: 1

main topic: How do I Listing 6: my-k8s-app/nginx-service.yam| o7 selector:
. . . ) 08 matchLabels:
migrate the preceding 01 apiVersion: vl 5 20m: naing
example to Kubernetes? 82 kind: Service ot ]PE~ g
. . empiate:
Because the app is already | ?° metadata: ’
L . 84 name: nginx 11 metadata:
containerized, the migra-
. hould b 85 spec: 12 labels:
tion s O.ll e very eass.f. 96 ports: 13 app: nginx
In real life, DevOps engi- 97 - port: 8088 1 spec:
neers need to deal with :2 SE:ZEEESOW 80 15 containers:
legacy apps written for a o . n.inx 16 - nane: nginx
monolithic architecture. A 17 inage: nginx:alpine
Although this architecture 18 ports:
is not inherently bad, if Listing 7: my-k8s-app/webapp-service.yam| 19 - containerPort: 88
you want to leverage the 91 apiVersion: vl 20 volumeMounts:
power of containers, it be- | €2 kind: Service 21 - name: nginx-config
comes an obstacle. Some gj IAGELE b 22 mountPath: /etc/nginx/nginx.conf
L name: weba )
organizations go to the 85 spec: it 23 subPath: nginx.conf
other extreme and rewrite 86 ports: 24 volumes:
everything using microser- | 87 - port: 5600 25 - name: nginx-config
vices, which might not be 88 selector: 26 configMap:
the optimal choice in all 09 app: uebapp 27 name: nginx-config

cases. What you need are
logical components that

Listing 10: my-k8s-app/webapp-deployment.yam|

you can develop and de- 91 apiVersion: apps/vl 13 app: uebapp
ploy fairly independently 92 kind: Deployment 14 spec:
and that will still work 03 metadata: 15 containers:
together well. 04 name: uebapp 16 - name: uebapp
The Docker Compose file | 9 spec: 17 inage: YOUR-DOCKER-IMAGE # This needs to be
i i 96 replicas: 1
defined three services, ) ? . built and pushed, see instructions belou
so I need one Kubernetes 3 s
Service file for each 08 matchLabels: 12 fnv. . REDIS HOST
(Listings 6-8). In addi- & e LR ” ::TZE e
tion, I also need to cre- 1 pled N ; '
. : orts:
ate a deployment file for H netadata: P ,
each (Listinqs 9_") and a 12 labels: 22 - containerPort: 5600
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Listing 11: my-k8s-app/redis-deployment.yam|

01 apiVersion: apps/vl
02 kind: Deployment

03 metadata:

64 name: redis

85 spec:

86 replicas: 1

07 selector:

08 matchLabels:

89 app: redis

18 template:

11 metadata:

12 labels:

13 app: redis

14 spec:

15 containers:

16 - name: redis

17 image: redis:alpine
18 ports:

19 - containerPort: 6379

o ©® ©

Listing 12: my-k8s-app/nginx-configmap.yaml

1 apiVersion: vl
2 kind: ConfigMap
3 metadata:

04 name: nginx-config
05 data:
06 nginx.conf: |

©

7
08

19
11
12
13
14
15
16
17
18
19

events {
worker_connections

3

1024;

http {
server {
listen 86;

location / {
proxy_pass http://uebapp:5600;

kubectl
kubectl
kubectl
kubectl
kubect1
kubectl
kubectl

Listing 13: Applying the Configurations

apply -f nginx-configmap.yanl
apply -f redis-deployment.yaml
apply -f redis-service.yanl
apply -f webapp-deployment.yanl
apply -f webapp-service.yanl
apply -f nginx-deployment.yani
apply -f nginx-service.yanl

Listing 14: Viewing the Running Pods

NAME READY STATUS  RESTARTS  AGE
nginx-794866d4f-9p5q4 1/1 Running @ 13s
redis-84fdéb8dcc-7vzp7  1/1 Running @ 365
webapp-b455df999-bn58c  1/1 Running @ 25s
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propagate changes to all the pods.
Also, I can use the same Nginx con-
tainer in different environments and
only the ConfigMap will change.
Versioning also works better with a
ConfigMap than with a container.

In the nginx-deployment.yani file
(Listing 9), the ConfigMap is
mounted into the Nginx container at
the /etc/nginx/nginx.conf path. This
replaces the default Nginx configura-
tion file with the file defined in the
ConfigMap. Using a ConfigMap would
make little sense for the Flask app, so
I need to build the image first, upload
it to a container registry, and then
pass its name as image in the deploy-
ment. In order to do so, I need to first
create an account on Docker Hub or
another container registry. Then go to
the my-app/uebapp directory used ear-
lier with Docker Compose and build
the image, for example, as f1askapp:

docker build -t flaskapp .

Now log in to your registry. For
Docker Hub, I will use:

docker login --username=your-username
The next stage is tagging:

docker tag flaskapp:latest 2
YOUR_USERNAME/fTaskapp: Tatest

At this point, you can push the image
to the registry:

docker push YOUR_USERNAME/2
flaskapp:latest

In the two last commands, replace
YOUR_USERNAME with your actual user
name. Now, replace the image:
YOUR-DOCKER-IMAGE in Listing 10 with
YOUR_USERNRME/f1askapp: 1atest so that
Kubernetes is able pull your container
from the Docker Hub and use it for
deployment.

At this point, I am ready to apply all
the configurations. I will create the
necessary infrastructure and run the
containers (Listing 13).

When you run the kubect1 get pods
command, you should see the pods
running (Listing 14).

You can also use the kubect] get com-
mand to get information on deploy-
ments, services, and ConfigMaps. In
order to actually use the app, type the
following command:

kubect1 port-foruard svc/nginx 8680:8088

And, as before, visit 1ocalhost: 86806 -
you should see the same Flask app
as deployed earlier with Docker
Compose, the only difference being
that now it is running on Kubernetes.
Congratulations - you have built
and deployed your first application
on the local one-node Kubernetes
cluster! Now, the magic lies in the
fact that you can perform the same
sequence of kubect! apply com-
mands in the production environ-
ment, for example in EKS on AWS,
and the app will run exactly as it
should. In practice, there are a few
differences, such as making the app
available to the external world us-
ing a load balancer, storing secrets,
storage options, and so on, but
these are more related to the inter-
action of Kubernetes with the ex-
ternal environment - the app itself
stays the same.

Conclusion

The local Kubernetes cluster distributed
with Docker Desktop lets you learn
the basics of Kubernetes - creating
pods, deployments, services, and
ConfigMaps - and also test the deploy-
ment locally before pushing it to stag-
ing and production environments. =

This article was made possible by
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Fluentd and Fluent Bit

As systems grow more complex and distributed, managing and making sense of logs used for monitoring,
debugging, and troubleshooting can become a daunting task. Fluentd and its lighter counterpart Fluent Bit
can help you unify data collection and consumption to make sense of logging data. sy artur skura

Fluentd is an open source data col-
lector designed to simplify the pro-
cess of log management. It serves as a
unified logging layer that sits between
your applications and various log out-
puts. Its primary function is to ingest
logs from different sources, transform
them as needed, and then send them
to the appropriate destinations.

One of the key strengths of Fluentd is
its flexibility. It can collect logs from a
wide variety of sources, including log-
files, system logs, and network proto-
cols. It can also output these logs to a
similarly wide variety of destinations,
including databases, cloud storage,
and other log analysis tools.

In a typical system, logs might be pro-
duced in different formats and sent to
different locations, which can make

it difficult to aggregate and analyze
the logs in a meaningful way. Fluentd
solves this problem by providing a
single, consistent interface for han-
dling logs, making it much easier to
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aggregate and analyze them because
they’re all in one place and in a con-
sistent format.

This approach has several benefits.
First, it simplifies log management
because you only need to interact
with the unified logging layer, rather
than with each log source individu-
ally. Second, it is easier to analyze
your logs because they’re all in a
consistent format. Third, it is easier
to ensure that all your logs are stored
securely and reliably because the uni-
fied logging layer can handle things
like buffering and retrying failed log
transmissions. Moreover, Fluentd
(and Fluent Bit) can apply various
transformations along the way (e.g.,
anonymization). In this way the same
data can be used for different pur-
poses depending on the case - and
with minimum friction.

In dynamic cloud settings, applica-
tions might produce logs spread
over an array of virtual machines,

serverless platforms, and various
services. Fluentd and Fluent Bit
stand out in these situations, helping
centralize this dispersed data and
providing a unified log perspective.
Practically all services from major
public cloud providers have at least
one Fluentd or Fluent Bit plugin,
and in the realm of hybrid and mul-
ticloud scenarios, the versatility of
Fluentd and Fluent Bit becomes even
more evident. Companies operating
their applications across numerous
cloud providers or even a mix of on-
site and cloud infrastructures can
bank on Fluentd to gather logs from
all these environments. This cen-
tralization ensures that logs aren’t
scattered, making management and
review easier.

Suffice it to say that, at present, Flu-
entd boasts around 1,000 plugins for
various applications. Whatever cloud
service you use, chances are Fluentd
has a plugin for it. [1].

L www ADMIN-MAGAZINE.COM|



http://WWW.ADMIN-MAGAZINE.COM

Better Together

You probably already have a solution
for metric collection and alerting, such
as Prometheus. However, Prometheus
doesn’t handle logs, so Fluentd and
Fluent Bit can fill this gap. In this
way you get a complete picture of
your system’s state from logs, metrics,
and alerts. Practically speaking, if
Prometheus issues an alert triggered
by a specific metric threshold, logs
collected and processed by Fluentd or
Fluent Bit can provide the contextual
information needed to diagnose the
root cause of the alert. If you lack
some specific information in the log
data (e.g., an availability zone or other
AWS metadata), you can modify your
setup relatively easily so that the next
time the alert is triggered, you will re-
ceive the complete set of information.
OpenTelemetry [2], on the other
hand, primarily focuses on distrib-
uted tracing and metrics. By adding
Fluentd or Fluent Bit, you can bring
logging into the observability mix,
resulting in a comprehensive view of
system performance, traces, and logs.
Again, when issues arise, correlating
trace data with log data is beneficial.
By using both tools, you can link a
specific request or transaction (cap-
tured by OpenTelemetry) with de-
tailed log events (captured by Fluentd
or Fluent Bit) to facilitate in-depth
troubleshooting.

Installation

Before beginning the installation
process, it’s important to ensure that
your system meets the necessary
prerequisites. Fluentd is designed to
be lightweight and can run on nearly
any modern system. However, it does
require a few things. It is written in
Ruby, and you’ll need Ruby version
2.1 or later to run it. You can check
your Ruby version by running

ruby -v
in your terminal. If you don’t have
Ruby installed, you can install it with

your favorite package manager, for
example:
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apt install ruby ruby-dev

For best performance, you should
have at least 1GB of RAM available.
On low-end systems with very little
memory you should use Fluent Bit,
which I discuss later.

With the prerequisites out of the way,
you can move on to the installation
process. The easiest way to install
Fluentd is to use the Ruby package
manager, RubyGems:

gem install fluentd

This command downloads and in-
stalls the latest version of Fluentd.
After the installation process is com-
plete, you can verify that Fluentd was
installed correctly by running the
command

fluentd --version

which should print the version of Flu-
entd you have installed.

Apart from Fluentd, in the repository
of your distribution you will probably
find td-agent which is a stable ver-
sion packaged by Treasure Data.

A Simple Configuration

After installing Fluentd, the next

step is to create a configuration file.
Fluentd uses a flexible and powerful
configuration language that allows
you to specify how it should collect,
transform, and output logs. A simple
example of a Fluentd configuration
file is shown in Listing 1.

This configuration tells Fluentd to lis-
ten for logs on port 24224 and output
them to the console. Then, you can
start up by running

fluentd -c fluentd.conf

which is the Fluentd configuration file
you created in the previous step.

Configuration Options

Fluentd uses a flexible and power-
ful configuration language that al-
lows you to specify how it should
collect, transform, and output logs.

The configuration file is written in
XML-like syntax and comprises several
types of elements: <source>, <match>,
<filter>, and <system>, among others.
The <source> element defines the input
sources of log data. Each <source> ele-
ment corresponds to an input plugin
and its configuration, for example:

<source>
@type forward
port 24224
</source>

In this example, Fluentd is configured
to use the foruard input plugin to listen
for incoming log events on port 24224.
The <match> element defines the
output destinations of log data, and
each element corresponds to an out-
put plugin and its configuration, for
example:

<match myapp.access>
@type file
path /var/log/fluent/myapp.access.log
format json

</match>

As you can guess, in this case Fluentd
is configured to use the file output
plugin for logs tagged with myapp.
access. The logs are written to the
specified file in JSON format.

The <filter> element defines the
transformations applied to log data.
Each <filter> element corresponds
to a filter plugin and its configuration,
for example:

<filter myapp.access>
@type record_transformer
<record>
hostname "#{Socket.gethostname}"
</record>
</filter>

Listing 1: Simple Fluentd Config File

<source>
@type foruward
port 24224
</source>

<match *. **>
@type stdout
</match>
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In this example, Fluentd uses the
record_transformer filter plugin for
logs tagged with myapp. access. The
filter adds a hostname field to each log
record.

Listing 2: Simple Log Forwarder

<source>
@type tail
path /var/log/myapp.1og
tag myapp.log
format json
</source>

<match myapp.1log>
@type foruard
<server>
host [aggregator. exanpTe.com
port 24224
</server>
</match>

Listing 3: Simple Aggregator Node

<source>
@type foruard
port 24224
</source>

<match myapp.Tlog>
@type file
path /var/log/myapp.1og
format json

</match>

Listing 4: Manifest for Fluentd DaemonSet

apiVersion: apps/vl
kind: DaemonSet
netadata:
name: fluentd
namespace: kube-system
spec:
selector:
matchLabels:
name: fluentd
template:
metadata:
labels:

name: fluentd

spec:
containers:
- name: fluentd

image: fluent/fluentd:vl.16-debian-1

volumeMounts:

- name: config-volume
mountPath: /fluentd/etc/fluent.conf
subPath: fluent.conf

volumes:
- name: config-volume
configMap:
name: fluentd-config
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The <system> element defines system-
wide configuration options, such as

<system>
lTog_level info
</system>

In this example, Fluentd is configured
to log at the info level.

These simple configurations are just
short examples; I’ll discuss the vari-
ous filters in more detail later on.

Deployment

Once Fluentd is installed and config-
ured, the next step is to deploy it in
your environment. The deployment
strategy you choose depends on your
specific needs and the nature of your
environment. The simplest way to
deploy Fluentd is as a standalone
service on a single machine, which
is a good choice for small environ-
ments or for testing and development
purposes:

fluentd -c /<path/to>/fluentd.conf 2
-d /<path/to>/fluentd.pid

In this command, -c specifies the
path to the configuration file, and

-d defines the path to the process

ID (PID) file, which Fluentd creates
when it starts.

Although a standalone deployment is
simple to set up, it might not be suf-
ficient for larger environments or for
setups that require high availability or
fault tolerance.

For large environments, you might
want to deploy Fluentd on multiple
nodes, which can help distribute

the load and provide redundancy in
case of node failures. In a multinode
deployment, you typically have one
or more aggregator nodes that collect
logs from multiple forwarder nodes.
An example of a forwarder node
configuration is shown in Listing 2,
whereas Listing 3 shows an aggregator
node. In these examples, the forwarder
node tails a logfile and forwards the log
events to the aggregator node, which
writes the log events to a file.

If you’re using containerization tech-
nologies like Docker or Kubernetes,

you can deploy Fluentd as a con-
tainer. This method allows you to
take advantage of the isolation,
scalability, and deployment manage-
ment features that these technologies
provide.

In this Docker command that runs
Fluentd,

docker run -d 2
-p 24224:24224 2
-v /<path/to>/fluentd.conf:/fluentd/2
etc/fluent.conf fluent/fluentd

the -d runs the container in detached
mode, -p maps container port 24224
to host port 24224, and -v mounts the
host’s configuration file at the speci-
fied path in the container.

You can also create a Dockerfile to
build your own Fluentd image with
custom plugins:

FROM fluent/fluentd:vl.l6-debian-1

USER root

RUN [“gem", "install", 2
"fluent-plugin-elasticsearch", 2
"--no-document" ]

USER fluent

This Dockerfile starts from the of-
ficial Fluentd image, switches to the
root user to install the Elasticsearch
plugin, and then switches back to the
Fluentd user for security.

Kubernetes provides several features
that can help manage Fluentd deploy-
ments. One common pattern is to de-
ploy Fluentd as a DaemonSet, which
ensures that a Fluentd pod runs on
each node in the Kubernetes cluster
(Listing 4). In this example, the Flu-
entd DaemonSet uses a ConfigMap to
provide the Fluentd configuration file.
A command such as

kubectl create configmap fluentd-config 2
--from-file=fluent.conf=2
/<path/to>/fluentd.conf

creates the ConfigMap.

Input Plugins

I already mentioned plugins when
describing a simple configuration.
Among these plugins, input plugins
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play a crucial role in defining how
Fluentd collects log data. Fluentd
input plugins are responsible for col-
lecting log data from various sources.
They define where Fluentd should
look for log data and how it should
interpret it. The software comes with
a variety of input plugins for common
log sources, and you can also create
your own if you have unique needs.
To use an input plugin, you need to
include a <source> element in your
Fluentd configuration file. This ele-
ment should specify the type of plu-
gin and any necessary configuration
options:

<source>
@type tail
path /var/log/myapp.1log
tag myapp.log
format json

</source>

In this example, Fluentd is config-
ured to use the tail input plugin,
which reads log data from a file.
The path option specifies the file to
read, the tag option specifies the tag
to assign to the log events, and the
format option specifies the format of
the log data.

The tail input plugin, which you’ve
already seen, is one of the most com-
monly used plugins. It reads log data
from a file, making it a good choice
for collecting logs from applications
that write to logfiles. The foruard
input plugin listens for incoming

log events over a network protocol
and is useful for collecting logs from
other Fluentd instances or from ap-
plications that can send logs over
the network. The http input plugin
listens for incoming log events over
HTTP and is useful for collecting
logs from applications that can send
logs over HTTP.

Output Plugins

Fluentd output plugins are respon-
sible for sending the log data that Flu-
entd collects to various destinations.
These destinations can range from
files on a local system to databases,
cloud storage, or other log analysis
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tools. Fluentd comes with a variety of
output plugins for common log des-
tinations, and, as with input plugins,
you can create your own if you have
unique requirements.

To use an output plugin, you need to
include a <match> element in your Flu-
entd configuration file. This element
should specify the type of the plugin,
any necessary configuration options,
and a pattern that matches the tags of
the log events you want to send. For
example, in Listing 3, Fluentd is con-
figured to use the file output plugin,
which writes log data to a file. The
path option specifies the file to write
to, the format option specifies the
format of the log data, and the pat-
tern myapp. 1og matches any log events
whose tag equals myapp. 1og.

The file output plugin, already
discussed, is one of the most com-
monly used. It writes log data to a
file, making it a good choice for stor-
ing logs locally for later analysis. The
foruard output plugin, presented in
Listings 2 and 3, sends log events to
another Fluentd instance over a net-
work protocol and is useful for send-
ing logs to a central Fluentd instance
for aggregation. The elasticsearch
output plugin sends log events to an
Elasticsearch cluster; it is useful for
storing logs in a searchable and scal-
able database.

Filter Plugins

This presentation of plugins would
be incomplete without mentioning
filter plugins, which are one of the
reasons behind the flexibility of Flu-
entd. Fluentd filter plugins process
the collected log data by modifying
or adding information, or even by
filtering out certain records. Fluentd
comes with a variety of filter plugins
for common data processing tasks,
and you can also create your own if
you have unique requirements.

To use a filter plugin, you need to
include a <filter> element in your
Fluentd configuration file that speci-
fies the type of the plugin, any neces-
sary configuration options, and a pat-
tern that matches the tags of the log
events you want to filter, for example:

<filter myapp.**>
@type record_transformer
<record>
hostname "#{Socket.gethostname}"
</record>
</filter>

In this example, Fluentd is configured
to use the record_transformer filter
plugin, which modifies log records.
The pattern myapp. ** matches any log
events whose tag starts with myapp.,
and the <record> element specifies
that a hostname field should be added
to each log record.

The grep filter plugin allows you to
filter out log records by content. You
can specify a regular expression, and
any log records that don’t match the
expression will be filtered out. In

this example configuration, any log
records whose message field doesn’t
contain the string error will be fil-
tered out:

<filter myapp.**>
@type grep
<regexp>
key message
pattern /error/
</regexp>
</filter>

The parser filter plugin allows you to
parse a field in each log record and
is useful if your log data is in a struc-
tured format like JSON or XML. In
this example configuration,

<filter myapp.**>
@type parser
key_name log
format json

</filter>

the parser plugin is configured to parse
the 1og field of each record as JSON.

Fluent Bit

Although critical parts of Fluentd
are written in C, the rest is written
Ruby, which is great for flexibility
but has an effect on performance
and resource usage. If you need
something lighter, you will probably
use Fluent Bit. Although the number
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of available plugins is an order of
magnitude smaller, Fluent Bit is very
light and will run on devices that
would have trouble running Ruby
itself.

A typical scenario in which Fluentd
and Fluent Bit are used is container
logging. With the ascendancy of
Kubernetes and similar container or-
chestration systems, applications are
frequently dispersed across numerous
containers. Fluent Bit, given its light-
weight structure, is especially favored
for collecting logs in these contexts
and then transmitting them to Fluentd
or alternative logging back ends.

Listing 5: Simple Fluent Bit Config File
[SERVICE]
Flush
Daemon

[INPUT]
Name
Path

[OUTPUT]
Name
Match

5
of f

tail
/var/log/syslog

stdout

*

Listing 6: Fluent Bit CPU Monitoring

[SERVICE]
Flush

Log_Level

[INPUT]
Name
Tag

[OUTPUT]
Name
Match
Host
Port
Index

5
info

cpu
cpu.local

85

*
localhost
9200

cpu_metrics

Listing 7: Two Input Plugins

[INPUT]
Name tail
Path /var/log/nginx/access. 1og
Tag nginx.access

[INPUT]
Name tail
Path /var/log/nginx/error.log
Tag nginx.error

38 ADMIN 77

Simply speaking, Fluent Bit priori-
tizes performance and a lightweight
footprint, whereas Fluentd focuses
on being highly extensible, with a
vast plugin ecosystem. Therefore,
Fluent Bit is ideal for scenarios
requiring quick startups and low
resource usage (e.g., Kubernetes log-
ging or Internet of Things devices).
On the other hand, Fluentd, with its
richer set of plugins, is often used in
more complex log aggregation set-
ups, where data transformation and
enrichment are necessary.

Listing 5 is a simple configuration
file that presents a glimpse of the sim-
plicity and power of Fluent Bit. The
[SERVICE] section defines service-wide
settings. Here, Flush is set to 5, mean-
ing data is flushed every five seconds.
When Daenmon is set to 0ff, Fluent Bit
runs in the foreground.

The [INPUT] section defines where
the logs originate. With the tail in-
put plugin, you’re reading from the
system’s syslog. Finally, the [OUTPUT]
section decides where the logs go.
Here, they’re being sent to the con-
sole (stdout).

Installing Fluent Bit

Depending on your use case, you
can install Fluent Bit with a package
manager, for example, by issuing the
Debian/Ubuntu command:

sudo apt-get install td-agent-bit
or running a Docker image:

docker pull fluent/fluent-bit
docker run fluent/fluent-bit

as an example of the simplest case.

Configuration

Now construct a configuration file
that will allow you to monitor CPU
usage and send the metrics to an
Elasticsearch instance on localhost.
You can use the same [SERVICE]
section as in Listing 5, setting the
flush interval of five seconds and
logging the events at the info level
(Listing 6).

For [INPUT], you simply use cpu as
the name and cpu. local as the tag,
which tells Fluent Bit to collect CPU
metrics and tag them with cpu.lo-
cal. In the [OUTPUT] section, instead
of just displaying data to stdout, as
in Listing 5, you define Host and
Port, pointing Fluent Bit to a local
Elasticsearch instance listening on
port 9260. The logs are stored in the
index called cpu_metrics. The es
plugin has more options (e.g., Buf-
fer_Size and Retry_Limit) that can
influence the efficiency of the whole
setup.

Elasticsearch is a popular option, but
many more are possible. If you use
AWS, you might want to use the s3
output plugin,

[oUTPUT]
Name s3
Match *
bucket my-Tog-bucket
region us-uest-1
store_dir  /tmp/

to send your logs directly to a Simple
Storage Service (S3) bucket.

Input Sources

The primary responsibility of Fluent
Bit input plugins is to act as gatekeep-
ers, ushering data into the Fluent Bit
system. They determine the source of
your data, be it system metrics, files,
network traffic, or custom sources.
One of Fluent Bit’s most versatile
plugins is tail, an input plugin. It’s
designed to read from the end of files,
making it particularly useful for track-
ing logs. With the following setup,
Fluent Bit can monitor an applica-
tion’s logfile:

[INPUT]
Name tail
Path /var/log/myapp.1og

You have already seen the cpu plugin.
Fluent Bit’s ability to adapt to vari-
ous data sources extends farther with
plugins such as netif, which collects
network interface metrics, or mem,
which is designed to fetch memory
usage statistics.
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In a more complex scenario, as-
sume you’re running a web server
and you want to track both the ac-
cess logs and error logs. Fluent Bit
allows you to use multiple input
plugins within the same configura-
tion (Listing 7). The dual configura-
tion ensures that both access and
error logs flow into Fluent Bit. The
distinct tags nginx.access and nginx.
error allow for easy differentiation
and processing downstream.

Filtering

Logs are abundant with raw data,
but it’s the processed information
that holds the key to meaningful
insights. This transformation of raw
data into actionable information

is where Fluent Bit’s filter plugins
shine. Acting as intermediaries be-
tween input and output plugins,
filters modify, enrich, or eliminate
specific records, ensuring the logs
are tailored to your needs.

Consider an environment flooded
with logs, but you’re only interested
in entries that contain the term ER-
ROR. In this typical scenario, the
grep filter becomes invaluable. By
configuring it, you can instruct Fluent
Bit to forward only logs that match a
specific pattern:

[FILTER]
Name  grep
Match *
Regex 1og ERROR
This configuration allows only logs
containing ERROR to pass through,
filtering out the rest.
In a Kubernetes environment, pods
generate helpful logs, but without
context they might be difficult to de-
cipher. Fluent Bit’s kubernetes filter
steps in to associate logs with Ku-
bernetes metadata (e.g., pod names,
namespaces, and container IDs):

[FILTER]
Name kubernetes
Match kube.*
Kube URL 2

[https://kubernetes.default.svc:443
Merge_Log On
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In some instances, a single filter
might not suffice. Fluent Bit supports
chaining multiple filters, allowing

for a series of transformations on

the data. This chaining process is se-
quential; the order in which filters are
listed matters.

For example, suppose you’re inter-
ested in logs with ERROR, but from
those, you want to exclude entries
mentioning timeout. In this case you
can set up a sequence of grep filters
(Listing 8). The first filter captures
logs containing ERROR. The next filter
excludes entries with timeout, ensur-
ing the final set of logs is precisely
what you want.

Parsing Logs

Although Fluent Bit input plugins fetch
data and the filters mold it, the abil-
ity to interpret and transform the raw
data format is an important part of any
logging solution. Parsers allow Fluent
Bit to understand and restructure logs,
converting them into structured for-
mats suitable for further analysis.
Imagine you have a log in the format

2023-88-14 14:45:32, INFO, 2
User login successful

Without understanding its structure,
Fluent Bit sees this log as a single
string. However, with a defined
parser, the platform can discern the
timestamp, log level, and message
(Listing 9). With this parser, the log
is divided into three parts: The time
field captures the timestamp, level
identifies the log level (INFO in this
case), and message collects the log
message. The Time_Key and Time_For-
mat further instruct Fluent Bit how to
interpret the log’s timestamp.

Fluent Bit comes packed with a range
of predefined parsers for common
log formats, such as JSON, Apache,
and syslog. However, the ability to
define custom parsers, as in the ex-
ample above, ensures that Fluent Bit
remains adaptable to unique logging
scenarios.

To employ a specific parser, you

can easily associate it with an input
plugin:

[INPUT]
Name tail
Path /var/log/custom_app.1log
Parser custom_log_format

In the this configuration, the logs
from custom_app. log are interpreted
by the custom_log_format parser de-
fined earlier.

Certain applications, especially those
generating stack traces or multiline
logs, can pose parsing challenges. Flu-
ent Bit’s multiline parser functionality
provides a solution. For instance, if an
application generates logs with Java
stack traces, a multiline parser can
consolidate these multiple lines into a
single log entry for clearer analysis.

A Few Tips

The Fluent Bit architecture is inher-
ently lightweight and designed for
minimal resource usage. Yet specific
scenarios, like sudden spikes in log
volume, can strain the system. To
handle this, Fluent Bit offers buffering
options. By default, the in-memory
buffering mechanism manages data,
ensuring fast processing. However,
when dealing with potential data
overflow scenarios, you can enable
on-disk buffering as a fallback:

[SERVICE]
storage.path /var/fluentbit/storage/
storage.backlog.mem_Timit 56MB
Listing 8: Chaining Filter Plugins
[FILTER]
Name  grep
Match *
Regex 1og ERROR
[FILTER]
Name  grep
Match *
Exclude Tog timeout

Listing 9: Parser Plugin

[PARSER]
Nane custon_log_format
Format regex
Regex Actime>[4, ]+),\s(2<TeveDd [4, ]+),\

s(?<message>.+)$
Time_Key time
Time_Format %Y-%n-%d %H:%M:%S
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In this way, data exceeding the SOMB
in-memory limit is stored in the /var/
fluentbit/storage/ directory, prevent-
ing data loss and ensuring smoother
operation during high-volume periods.
Fluent Bit provides an internal
monitoring interface that exposes
metrics about its operations. By en-
abling the service’s HTTP monitor-
ing endpoint, users can access these
metrics:

[SERVICE]
http_server 0On
http_listen 06.0.0.0
http_port 2020

With the server enabled, visiting
http:// < your-server-ip > :2020 offers

a range of metrics, from input plugin
data rates to buffer utilization. This
information is invaluable for identify-
ing bottlenecks, diagnosing issues,

or simply understanding Fluent Bit’s
operational state. Moreover, you can
configure Prometheus to scrape met-
rics from this endpoint by adding Flu-
ent Bit as a target in the Prometheus
configuration:

scrape_configs:
- job_name: 'fluent-bit’
static_configs:
- targets: ['<your-server-ip>:2020']

This setup enables Prometheus to
collect Fluent Bit’s operational met-
rics, making it easier to visualize
performance, identify bottlenecks,
and set up alerts for potential
issues.

Fluent Bit’s inherent resilience is
highlighted by its approach to fail-
ures. If, for instance, an output desti-
nation becomes temporarily unavail-
able, Fluent Bit doesn’t just drop the
data. Instead, it retains and retries,
ensuring data integrity. The frequency
and count of these retries can be
fine-tuned, allowing you to strike a
balance between persistence and re-
source utilization:

[oUTPUT]

Retry_Limit 5
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In this setup, Fluent Bit attempts to
send data to the chosen output five
times before considering it a failure.
Although you might be tempted to
collect everything everywhere, dis-
cernment in data collection aids in
efficient processing and storage. Pri-
oritize logs that provide actionable
insights. For instance, while debug-
ging, verbose logs are invaluable,
but in a stable production environ-
ment, these might just clutter your
storage.

Data storage isn’t infinite. You
should regularly review and adjust
your log retention settings on the
basis of data relevance. If you are
using an output like Elasticsearch or
AWS S3, make use of their built-in
retention policies to clear older logs
automatically that no longer serve a
purpose.

Misconfigurations can be the root of
many issues. Commands such as

fluent-bit -c /path/to/fluentbit.conf 2
--dry-run

allow you to validate configurations
without running Fluent Bit. They help
identify any syntax errors or miscon-
figurations upfront.

Working Together

In more complex environments,
you might find the need to combine
Fluent Bit’s lightweight data collec-
tion with Fluentd’s richer data pro-
cessing capabilities. Fluent Bit can
forward logs to Fluentd, which then
performs advanced transformations
before sending the data to its final
destination. The setup involves con-
figuring Fluent Bit’s foruard output
plugin:

[OUTPUT]
Name foruard
Match *
Host fluentd-server
Port 24224

Here, Fluent Bit sends its logs to a
Fluentd instance running on fluentd-
server. This combination offers the

best of both worlds: Fluent Bit’s
efficiency in data collection and Flu-
entd’s advanced processing and rout-
ing capabilities.

Conclusion

By this point you probably know
whether Fluentd or Fluent Bit can
be of service in your environment.
They are designed to be flexible and
can grow with your setup, whether
you self-host a couple of apps for
family and friends or maintain large
multicloud Kubernetes deployments.
The rich collection of plugins will
help you, even in the most con-
voluted scenarios, while keeping
the configuration files orderly and
clean.

Fluent Bit and Fluentd each have a
vibrant community [31[4] and ro-
bust official documentation [5] [6].
If you encounter a particularly
challenging issue, checking official
guides or starting a discussion in
dedicated Slack channels can often
provide a good solution, or, if it
proves too difficult, at least an alter-
native approach. Collaborative prob-
lem-solving can often lead to quicker
resolutions. [

Info

[1]1 Fluentd plugins:
[https://www.fluentd.org/plugins]

[2] OpenTelemetry: [pttps://opentelemetry.id]

[3] Fluent Bit community:
[https://fluentbit.io/community/i

[4] Fluentd community:
[https://www.fluentd.org/community

[5] Fluentd docs: [pttps://docs.fluentd.org/l

[6] Fluent Bit docs:
[https://docs.fluentbit.io/manual]
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Zing Bash Script

Have a Bash with the Zing network

Zinger

We show you how to implement the zero-packet Ping utility, Zing, as a

Bash shell script. sy william F. Gilreath

Zing is a zero-packet network utility
similar to Ping that I first introduced
in December 2022 [1]. Zing has the
distinct advantage that hosts without
Ping capability can be zinged without
sending network packets. Thus, zing-
ing a remote host with multiple zing
requests is not a “Ping flood” [2] at-
tack, making Zing a network-safe util-
ity that does not add network traffic.
Zing is implemented in a variety of
programming languages, is open
source, and is available for down-
load [3]. Yet the idea occurred to me
to implement zing as a Bash shell
script, which has the advantage of
avoiding recompilation and of cus-
tomization or tailoring for specific
idiosyncrasies of a system platform
or application.

Netcat

The netcat utility (nc) is a key com-
mand-line application and “Swiss
army knife” of network utilities [4].
Netcat is described as a simple Unix
utility that reads and writes data
across network connections by the
TCP or UDP protocol [5]. Originally
developed for Unix, netcat has since
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been ported to many other com-
puter platforms. Thus, netcat has

the advantage of being somewhat
ubiquitous across different operating
systems.

The decision to implement zing with
netcat in a shell script left one major
design consideration decision. Put
simply: Which shell to use? I develop
on macOS, so Zsh seemed a likely
obvious choice. However, I also work
with Linux, so other shells were
possible.

Ultimately I opted to go with Bash
because it is ubiquitous, and I have
done much more scripting for work
and tinkering with the Bash shell.
Moreover, Bash scripting is powerful,
and with many users and a large pool
of questions and answers on many
tech boards, I was likely to find the
solutions to unexpected problems, er-
rors, and anomalies quickly. Thus, a
Zing Bash script was the final choice.

Bash Shell Script for Zing

Having settled on netcat as the core
of a Bash shell script to implement
zing, two design principles were
determined:

B Explicit specified parameters to
eliminate ambiguity; an errone-
ous parameter then terminates the
script.

B Early Failure; when a required
explicit parameter is missing, the
Bash script terminates and exits.

The Bash implementation with netcat

has four essential sections: (1) initial-

ize, check, and process command-line
interface (CLI) arguments; (2) check
for the host and get the hostname and
host address; (3) echo and perform
the zing operation and accumulate
time; and (4) calculate simple sta-
tistics and report the results. Each
section can then be broken down into
specific operations and functions. To
keep the code and design simple, all
of these operations are centered on
netcat as the only network tool.

Initializing sets the zing variable de-

faults for the count, operations limit,

network timeout, port list, and re-
mote host. After initialization, the CLI
arguments then re-initialize specific
zing parameters. This re-initialization
requires some checks on the CLI ar-
guments and number of arguments.

The initialization section also checks

for at least one parameter and

whether the argument is asking for
help. If the CLI argument is not -h or

--help, then the arguments submit-

ted are processed. The processing is a

loop to identify the argument and its

[ WWW.ADMIN-MAGAZINE.COM
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value and then to reinitialize the par-
ticular zing parameter as a variable.
Any unknown CLI arguments will
cause immediate error and exit from
the script.

Netcat is used initially to get the
name and address of the network
host. HTTP port 80 is used per the
netcat report:

localhost [127.8.08.1] 88 (http): 2
Connection refused

The result in the hosttext variable is
then checked for warnings and er-
rors, which are reported if detected,
and the script exits. Again the Fail
Early principle for warnings or errors
causes the script to abort and exit
rather than continuing with a prob-
lematic host or port.

The original script extracted the host-
name and address from the hosttext
variable, but that was dependent

on the netcat utility on macOS. The
netcat utility returns information dif-
ferently for macOS, Linux, and the
Windows Linux subsystem; thus,

the name and address of the host is
obtained by netcat to avoid greater
coupling to the idiosyncrasies of the
network utilities of each platform.
This information of the host, host-
name, and host address is later used
in the fourth section of the Bash
script. The report of the simple sta-
tistics also uses the hostname and
address as part of the text datum for
output.

The Bash script uses three nested
loops that work in tandem to perform
the zing operation and accumulate
and store the network throughput
time. The outermost loop iterates
through the port list, getting each
port specified from the port list. The
default port list is for port 80 (HTTP)
and port 443 (HTTPS).

The second loop iterates through the
count of the number of operations
driving the third, innermost loop.
The third loop limits the number of
individual operations to perform for
a single overall operation, which al-
lows for an accumulated average time
for network throughput to be deter-
mined, because network performance
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times are often in flux when consid-

ering operations from one computer

system to another.

The three loops then perform the total

zing operation to a network host on

the port list. Thus, the number of net-
cat calls is simply the product of the
number of ports, the count, and the
limit of the operation. The defaults
are ports = 2, count = 6, and limit
= 4, so the product, 2x6x4 =48, is
the total number of netcat operations.

The fourth and final section of the

Bash script summarizes the zing op-

eration for a host on a port, which in-

volves two subsections that calculate
some simple statistics and report the
results of the zing operation before
exiting.

The first part, calculating the statis-

tics, is very straightforward and deter-

mines the minimums, maximums, av-
erages, and standard deviations. The
one challenging statistic to compute
is the standard deviation of the timing
values. Ultimately it requires an Awk
script within the Bash script to make
this computation.

The second part reports the statistics

and the timing values, along with

the hostname and host address. The

only difficulty was in ensuring that

the formatting worked and was con-
sistent. After reporting the summary
information of the zing operation, the
script exits.

Among the challenges and dif-

ficulties in implementing the Zing

network utility as a Bash script was
developing the original script on

macOS and then running and using
it on several different Linux systems

with different distributions (e.g.,

Debian, Ubuntu, etc.).

Some notable “gotchas” in writing

and porting the Bash script from

macOS to Linux were:

B GNU gdate vs. date for timing on
Linux and macOS, respectively.

B Awk script double asterisk expo-
nentiation notation vs. the * opera-
tor for stddev.

B The use of mauk for Windows
Linux subsystem with Bash in-
stead of auk.

B Format of the text returned by
netcat on the various operating

systems, which required adjust-
ing the cut text utility field to
extract the correct information,
depending on whether the address
information was in parenthesis
(e.g., (127.0.0.1)) or brackets (e.g.,
[127.0.0.1]).

With some online searching and

several technical discussion boards,

I found the answers for these minor

variations.

Zing CLI Parameters

The zing parameters are enumerated
at the command line as:

zing [-c <count>][-op <limit>][-p <port>]2
[-t timeout] <hostname> | (-h|--help)

The parameters for the Zing Bash

script are mostly the same as those

for the binary compiled version. The

one absent parameter in this imple-

mentation is for TCP/IPv4 or TCP/

IPvG6 addresses.

The implementation of zing uses net-

cat [6], which does not support that

particular feature or option; thus, the

kind of IP address is dependent on

netcat. However, TCP/IPv4 or TCP/

IPv6 network addresses can be used

along with a hostname for a com-

puter system on the network.

The CLI parameters for the Zing Bash

script network utility are:

B count - the number of zing opera-
tions to perform on a host

W [limit - the limit or operations limit
per zing operation

W port - list of ports on which to
zing the host

B timeout - the timeout of the net-
work connecting to a host

B host, hostname, or host IP address
- the host computer system on a
network

B help - a list of the command-line
parameters

When the -h or --help parameter is

used, the help text for the Zing Bash

shell script is printed and then exits.

The minimum parameter is the host-

name for the computer system on a

network.

The working examples of the Zing

network utility are Bash scripts
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running on macOS Ventura version
13.4. Both as success and failure,
zings to a host on a network illustrate
the operation of the Zing Bash script.
Two working examples of a Zing Bash
script (1) address an internal home
network with a printer scanner that

Listing 1: Zing an IPv4 Address for Internal Network

zing.bash -c 4 -op E_-pl 88,443 10.0.0.23

ZING:80/ 10.8.8.23 / Warning:
Error: on 80 is: Active. Continue.

Port: 86: op 1.1. 10.0.0.23 88 Time: 28 ms.
Port: 8@: op 1.2. 10.8.0.23 80 Time: 55 ms.
Port: 8@: op 2.1. 10.8.0.23 80 Time: 26 ms.
Port: 8@: op 2.2. 10.8.0.23 80 Time: 56 ms.
Port: 8@: op 3.1. 10.6.0.23 86 Time: 25 ms.
Port: 86: op 3.2. 16.6.0.23 8@ Time: 48 ms.
Port: 86: op 4.1. 16.6.0.23 8@ Time: 181 ms.
Port: 80: op 4.2. 10.8.0.23 86 Time: 128 ms.

ZING:80/ 10.8.8.23 / Warning:
Error: on 443 is: Active. Continue.

Port: 443: op 1.1. 10.8.8.23 443 Time: 27 ms.
Port: 443: op 1.2. 10.0.6.23 443 Time: 56 ms.
Port: 443: op 2.1. 10.0.0.23 443 Time: 28 ms.
Port: 443: op 2.2. 10.08.0.23 443 Time: 55 ms.
Port: 443: op 3.1. 10.08.0.23 443 Time: 27 ms.
Port: 443: op 3.2. 10.0.6.23 443 Time: 58 ms.
Port: 443: op 4.1. 10.8.8.23 443 Time: 27 ms.
Port: 443: op 4.2. 10.0.6.23 443 Time: 53 ms.

--- ZING: the host at IP address:80

--- hostname: 10.0.0.23 / Warning:

Error:

--- for 4 ops at a limit of 2 per op; statistics:

Time for min/avg/max/stddev=24/63/64/12.32-ms

. TOOLS Zing Bash Script

has no hostname and (2) zing a host

on the Internet that cannot be pinged.

In the first example, the internal
home network has an IPv4 address
but no hostname. This device is a
multifunction laser printer that re-
sides on an IPv4 address in the inter-
nal private IPv4 address range from
10.0.0.1 to 10.255.255.255. Thus, it
has no DNS entry and no hostname.
The command (Listing 1) zings the

Listing 2: Pinging an Internet Host

ping -c

Request timeout for icmp_seq @
Request timeout for icmp_seq 1
Request timeout for icmp_seq 2

ping statistics ---

PING [nist.qgoV (129.6.13.49): 56 data bytes

4 packets transmitted, @ packets received, 100.0% packet loss

two HTTP ports: one for unsecured
HTTP (port 80) and the other for
secure HTTPS (port 443). The Error:
message indicates the lack of a host-
name for the IPv4 address. However,
the Zing Bash script is able to detect
and determine the throughput time
across the local home network.

The next example is an Internet host
that does not respond to a ping Inter-
net Control Message Protocol (ICMP)
packet (Listing 2).
The host is the Na-
tional Institute for
Standards and Tech-
nology (NIST), a US
government agency
at host[nist.gov] The
ping command fails,
but the Zing Bash
script succeeds,

Listing 3: Zinging an Internet Host

zing.bash -c 4 -op [Z=p] 80, 4I3 nist.qov]

ZING: 129.6.13.49 /[nist.qoV] /[disasterhub.nist.qoy on 88 is: Active. Continue.

loool

Port: 8@: op 1.1.[nist.qoV [129.6.13.49] Time: 103 ms.
Port: 8@: op 1.2. [nist.qoV [129.6.13.49] Time: 205 ms.

ZING: 129.6.13.49 /|nist.qoV] /[disasterhub.nist.qoy] on 443 is: Active. Continue.

loool

--- ZING: the host at IP address: 129.6.13.49

Port: 443: op 1.1. [129.6.13.49] Time: 185 ns.
Port: 443: op 1.2. [129.6.13.49] Time: 209 ns.

--- host name:[nist.qoy / Hisasterhub.nist.gov|

--- for 4 ops at limit of 2 per op; statistics:

Time for min/avg/max/stddev=101/287/118/2.59-ms

Listing 4: Host Address Success

zing.bash -c 4 -op 2 -p 88,443 UL, microsoft.com|

ZING: 23.207.41.178 /Euu.mmrosoft.corﬂ /[a23-2087-41-178. deploy.static.akamaitechnologies.comjon 88 is: Active. Continue.

Port: 8@: op 1.1[ wuw.microsoft.com [23.207.41.178] Time: 33 ms.
Port: 8@: op 1.2 _wuw.microsoft.com [23.207.41.178] Time: 66 ms.

[...]

ZING: 23.207.41.178 |/ uwu.microsoft.com /[a23-287-41-178.deploy.static.akamaitechnologies.comjon 443 is: Active. Continue.

Port: 443: op 1. [ _uaw.microsoft.con| [23.207.41.178] Time: 32 ms.
Port: 443: op 1.2 wuw.microsoft.con| [23.207.41.178] Time: 61 ms.

[...]
--- ZING: host at IP address: 23.207.41.178

-=- host nane:[Wuu. Wicrosoft.cop /[323-267-41-T78. depToy. static. akanaitechnoTogies. col

--- for 4 ops at limit of 2 per op; statistics:

Time for min/avg/max/stddev=36/126/282/82.65-ms
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giving the timing for Internet through-
put (Listing 3).

Fail Early

Sometimes the Zing Bash script fails,
following the Fail Early principle in the
design. The three examples that follow
include no host address, no IP address,
or no activity on a port on the network:
(1) zinging the Microsoft hostname
without the www prefix, (2) failing to
look up an IP address from the host,
and (3) zinging the localhost with no
activity at an IP address on a port.
Host Address Fail. The DNS reverse
lookup to find an IP address fails, so
the Bash script terminates:

zing.bash -c 4 -op 2 -p 8@,

Warning: Inverse name lookup failed for 2

microsoft.com;| unable to continue!

After adding the www prefix, the
script succeeds just fine. In this
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example, the Zing Bash script couples
to the idiosyncratic features of the
particular implementation of the net-
cat tool (Listing 4).

IP Address Fail. Trying to use[bing]
causes a failure, even with the
www prefix. Again, the Zing Bash
script fails early and exits:

zing.bash -c 4 -op 2 -p 86,

Warning: Inverse name lookup failed for 2

bing.com;| unable to continue!

Finally, with the DNS utility dig and
the resulting IPv4 address, the zing to
Bing works (Listings 5 and 6).

By zinging the sec-

ond IPv4 address

Another failure case is simply no
activity by a host at an IP address

on a port. In this example, I used my
own computer system, localhost, and
attempted to zing HTTP port 80 and
HTTPS port 443:

zing.bash -c 4 -op 2 -p 80,443 localhost

Warning: No host address or name using 2
localhost for the host!

ZING:

127.0.0.1 / localhost / localhost 2
on 89 is:

Inactive! Aborting.

The Zing Bash script cannot find
the localhost IP address in the DNS
check, reports this outcome, and

revealed by dig, the
zing succeeds in
reaching the host

on the Internet dig

(Listing 7).

Zinging an Inac- Ding. con.
[bIng.coml

tive Localhost.

571
571

Listing 5: Host Address Failure for bing.com

zing.bash -c 4 -op 2 -p 80,443 [uuw.bing.kom

Warning: Inverse name lookup failed fof uww.bing.com; unable to continue!
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Listing 6: Zing the IPv4 address found with dig

zing.bash -c 4 -op 2 -p 80,443 204.79.197.200

ZING: 204.

Port: 80:
Port: 80:

[...
ZING: 204.

]

. TOOLS Zing Bash Script

79.197.200 / [a-8801.a-nsedqe.net] / [a-8681.a-nsedge.nef on 8@ is: Active. Continue.

op 1.1.[3-800T.a-nsedqe. nef [204.79.197.200] Time: 34 ns.
op 1.2. 26901, a-nsedqe. nef [204.79.197.200] Time: 64 ns.

79.197.208 / p-weeT a-wseage.ner] /[a-@@01. a-nsedge.ne} on 443 is: Active. Continue.

Port: 443: op 1.1.[3-80@1.a-nsedge.ndt [204.79.197.208] Time: 38 ns.
Port: 443: op 1.2. [3-B6@I a-nsedge.nedl [204.79.197.208] Tine: 78 ms.

oo

]

--- ZING: host at IP address: 264.79.197.208

--- host nameWt /

.a-msedge.npt

3-000

--- for 4 ops at limit of 2 per op; statistics:

Time for min/avg/max/stddev=31/68/38/2.44-ms

continues to zing the first HTTP port
80. Hence the Zing Bash script found
the IP address, just not with the DNS
query - again an idiosyncratic re-
sponse by netcat.

I am not running a web server, Py-
thon RESTful application, or any
other service on those ports on my

Listing 7: Zing the alternate IPv4 address

zing.bash -c 4 -op 2 -p 80,443 13.107.21.208

ZING:80/ 13.107.21.208 / Warning:
Error: on 80 is: Active. Continue.

Port: 86: op 1.1. 13.107.21.200 88 Time: 33 ms.
Port: 86: op 1.2. 13.107.21.200 88 Time: 66 ms.

laoc

]

ZING:80/ 13.107.21.208 / Warning:
Error: on 443 is: Active. Continue.

Port: 443: op 1.1. 13.107.21.200 443 Time: 34 ns.
Port: 443: op 1.2. 13.107.21.200 443 Time: 72 ns.

faoc

]

--- ZING: host at IP address:89
--- host name: 13.107.21.208 / Warning:

Error:

--- for 4 ops at limit of 2 per op; statistics:

Time for min/avg/max/stddev=31/66/36/2.12-ms
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computer system. Once an IP address
is found, the Zing Bash script contin-
ues and then Fails Early when it sees
no activity on the port the script is
zinging.

Conclusion

The multipurpose netcat network
utility demonstrates its versatility
and universality as the core of the
Zing Bash shell script. Writing the
Zing network utility as a Bash shell
script highlights certain features and
limitations compared with the binary
compiled versions in Java, C#, and
Golang. The use of netcat is a clas-
sic engineering trade-off of a simpler
implementation to eliminate compil-
ing a binary; yet, the Bash script that
implements the Zing network utility
is coupled to the idiosyncrasies of
the particular netcat implementation.
For example, the netcat utility on the
macOS platform does not support
TCP/IPv4 or TCP/IPv6 address dis-
tinctions. Yet netcat in the Windows
Linux subsystem does have that par-
ticular feature.

The implementation of the Zing net-
work utility as a Bash shell script
with netcat also demonstrates and
illustrates the power of the Bash shell
scripting language and shell scripting
in general: the power of a Turing-
complete [7] programming language,
but the flexibility of a Bash shell
script. As a shell script, the Zing net-
work utility is modifiable by the user,
so the user has full control and can
customize the Zing Bash shell script
without a recompile. |

Info

[11 “Introducing the Zing zero-packet network
utility” by William F. Gilreath, Linux Maga-
zine, issue 265, December 2022,[pg. 54}
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Chris Binnie, ADMIN, August 2012.
[https://www.admin-magazine.com/
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The powerful Cloudflare Tunnel provides secure and seamless access to servers and applications, making it a
convenient alternative to VPN for any modern IT infrastructure. sy tomasz szandata

introduced the Argo Tunnel as a solu-
tion to alleviate this problem. Indi-
viduals can create a secure and private
connection between their source server
and Cloudflare, even without a publicly
accessible IP address and port.
Cloudflare Tunnel [1] allows you to
access your servers and applications

Typically, developers invest consider-
able time and effort to secure their
Internet property with methods such as
access control lists and rotating IP ad-
dresses or with complex solutions like
Generic Routing Encapsulation (GRE)
protocol tunnels and virtual private
networks (VPNs). In 2018 Cloudflare

VPN approach
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v
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Figure 1: A VPN keeps an open entry to resources at the VPN appliance gate. Cloudflare
Tunnel initiates a connection to Cloudflare Access, which then controls admission.
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securely from anywhere in the

world. It creates an encrypted tun-
nel between your secured server and
Cloudflare’s network, allowing you
to bypass firewalls, geolocation con-
straints, and all other network restric-
tions (Figure 1). You can access your
server from anywhere without worry-
ing about security threats or network
limitations. The Cloudflare architec-
ture removes the public entry point;
thus, attackers find no vulnerable
places with a potential for attack.

How It Works

Cloudflare Tunnel installs and runs a
lightweight software client (the cloud-
flared daemon) on your server (Fig-
ure 2). Once the client is installed,

it establishes an encrypted tunnel
between your server and Cloudflare’s
network. Note that the host initial-
izes a connection to Cloudflare. This
tunnel is then used to transmit data
securely between your server and any
remote client that connects to it.

A key benefit of Cloudflare Tunnel

is that it uses the same infrastruc-
ture that powers Cloudflare’s global

L_WWW.ADMIN-MAGAZINE.COM
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content delivery
network (CDN).
Therefore, you get
access to Cloud-
flare’s reliable
high-performance
network, which
can help im-
prove the speed
and reliability

of your server
connections.
Another ben-

efit of Cloudflare
Tunnel is that it
supports mul-
tiple protocols,
including HTTP,
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HTTPS, SSH,
TCP, and UDP, so
you can securely
access a wide range of applications
and services. Also, in the case of
HTTP(S), you do not have to install
any software (e.g., a VPN client).
Finally, all traffic goes through the
Cloudflare infrastructure; thus, you
have access to many Cloudflare tools
and services such as identity provid-
ers to authenticate and authorize
users, traffic acceleration to speed

up the connections between globally
spread data centers, DDoS protection,
and traffic monitoring and alerting.

Getting Started

To begin, you must sign up for a
Cloudflare account and go to the Zero

configure your tunnels, which later
allows you to specify which applica-
tions and services you want to tunnel
and the access policies you want to
enforce, with a range of authentica-
tion options including basic authen-
tication, API keys, and OAuth. In this
way you can control who has access
to your tunnels and what they can do
once connected.

Tunnel as Code

A simple example of the
creation and deploy-

Figure 2: A tunneled connection provides no public access, only a tunneled connection from a daemon on a host to
Cloudflare, which offers a variety of additional features.

tunnel comprises several steps - as-

suming you have a Cloudflare ac-

count and zone:

1. Create a tunnel and collect its secret
token.

2. Add a tunnel configuration specify-
ing the tunnel behavior.
3. Add a DNS entry for Tunnel - it

has to redirect traffic from the
public DNS to an entry in the Argo
Tunnel domain.

. Listing 2: Configure Tunnel

resource "cloudflare_tunnel_config" "server" {
account_id = var.cf_account_id

Trust dashboard. Once there, you can

. Listing 1: Terraform Cloudflare Tunnel

resource "random_id" "tunnel_secret" {
byte_length = 32
keepers = {
# Generate a new id each time you change any entries here
tunnel_name = var.hostname
salt = "init"

resource "cloudflare_tunnel" "server" {
account_id = var.cf_account_id

ment of Cloudflare Tun- tunnel_id = cloudflare_tunnel.server.id
nel is presented in my
GitHub repository [2]. config {
The process to create a origin_request {
connect_timeout = "1m@s"
tcp_keep_alive = "1n@s"

3
ingress_rule {
hostname = "${var.hostname}.${var.cf_tunnel_primary_domain}"

path = ""
service = "http://localhost:80"

3

ingress_rule {
hostname = "${var.hostname3}-ssh.${var.cf_tunnel_primary_domain3"
path ="
service = "ssh://localhost:22"

3

ingress_rule {

WEIDR = var.hostname servic